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Abstract:
We are potentially at the juncture of a historical
technology transformation, wherein embedded
miniaturized intelligent modules, interconnect
and interact independently, delivering business
intelligence at the edge. This is the world of
machine-to-machine communication better
known as M2M.
This paper explains the M2M technology and its
practical applications. It also outlines various
roles Tech Mahindra can potentially play in the
M2M eco-system.
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1. Technical Abstract
M2M, the acronym for Machine-to-Machine Applications (or more aptly, Mobile to Machine and Machine to Mobile
communications) is an emerging area in the field of telecom technologies. With traditional revenue streams like
Voice getting saturated in most markets around the world, M2M holds the promise of generating new avenues for
revenue generation. M2M allows a wide variety of machines to become nodes of personal wireless networks, and
provides to develop monitoring and remote control applications. This will decrease costs for involved human
resources and will make machines more intelligent and autonomous.
The broad spectrum of M2M communication includes various innovative channels like intelligent remote control of
machine parts (telematics) to remote reading of electric meters (telemetry). The definition of M2M in the mobile
space is, “Machines” using network resources to communicate with remote application infrastructure for the
purposes of monitoring and control, either of the “machine” itself, or of the surrounding environment. Thus M2M
doesn’t simply create a passive data collection point but an intelligent inter-machine co-ordination ecosystem.
The standardization of IPv6 has created an opportunity of having billions of devices which can be IP enabled and
seamlessly addressable through mobile or wired broadband connections. Industry leaders like Vodafone and
Telefonica are betting big on this opportunity and industry estimates from GSM associations project a figure of 50
billion connected devices by 2025.Thus M2M holds a big prospect of reviving and redefining the operating models
for Telecom Equipment manufacturers and Telecom Operators alike.
The following paper highlights the building blocks of M2M technology, the challenges and opportunities ahead.
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2. Acronyms
ASIC

- Application-specific integrated circuit

CSCF

- Call Session Control Function

EVDO

- Evolution Data Optimized

ESMIG - European Smart Metering Industry Group
FTTx

- Fiber to the x

GSMA

- The GSM Association

GERAN - GSM EDGE Radio Access Network
HIT

- Host Identity Tag

HIP

- Host Identity Protocol

IMS

- IP Multimedia Subsystem

IPv6

- Internet Protocol version 6

KNX

- OSI-based network communications protocol for intelligent buildings

LTE

- Long Term Evolution

MSAN

- Multi-Service Access Node

M2M

- Mobile to Machine, Machine to Mobile

M-Bus

- Meter-Bus, a bus system for remote reading and powering utility meters

MGC

- Media Gateway Controller

MGW

- Media Gateway

OTN

- Open Transport Network

OMA

- Open Mobile Alliance

PLC

- Programmable logic controller

SRD

- Short Range Device

STP

- Signal Transfer Point

SGW

- Signalling Gateway

UMTS

- Universal Mobile Telecommunication System

UMA

- Unlicensed Mobile Access

UWB

- Ultra-wide band technology

UMPC

- Ultra mobile PC

UTRAN - UMTS Terrestrial Radio Access Network
WCDMA - Wideband Code Division Multiple Access
WiMAX - Worldwide Interoperability for Microwave Access
WOSA

- Windows Open Services Architecture

WPAN - Wireless personal area network
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W3C

- World Wide Web Consortium

XDSL

- Digital Subscriber Line Technologies
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3. M2M ecosystem
M2M uses a device (sensor, meter, etc.) to capture an ‘event’ (temperature, inventory level, etc.), which is
relayed through a network (wireless, wired or hybrid) to an application (software program), that translates the
captured event into meaningful information (e.g., items need to be restocked).
Thus, the eco-system has a defined hierarchy with a broad layer of M2M enabled devices, realized through
embedded chipset. These building blocks along with embedded wireless communication modules shape up to
various customer devices/applications like Cameras, Sensors, and Readers. These applications then ride on a
consumer product segment like Security, Fleet Management, and Health care device and inter-operate in a
Wireless technology domain. The final enabler to this ecosystem is the various innovative M2M software
applications that collect and enable intelligent decisions around the M2M value chain.

The wireless M2M ecosystem can be depicted as follows:
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4.

M2M drivers and challenges

4.1. M2M Drivers
The key drivers for this industry initiative are as follows:
•

Telematics and telemetry are seen increasingly as sources of greater operational efficiency and
incremental revenues

•

Mobile Network Operators are actively seeking to expand their data service offerings.

•

Standardization and adoption of IPv6 technology across the industry, has created the possibility of billions
of addressable IP devices. The electronics and communications industry is rapidly moving towards
intelligent and addressable, embedded devices and active communication between every device.

•

Wide rollout of 3G and LTE networks have provided devices with an ‘always-on’ connectivity and
increased bandwidth which can be leveraged by M2M segment in applications such as remote video
surveillance, remote information display, inventory tracker, health meters and multimedia content
delivery. Heavy investment is being seen towards the mobile packet gateways (Gateway GPRS Support
Node and Packet Data Serving Node) as an enabler to M2M communications.

•

BSS segment of the industry is actively eyeing an opportunity to monetize the M2M applications, while
their traditional revenue streams dry out.

•

The applications providers’ space has an enormous opportunity to build smart applications for every
possible segment, right from Smart homes, Smart Inventory Management to Smart Civic Amenities.

•

Quicker development of ‘easy-to-use’ consumer-oriented applications to interpret the data and make
useful information out of it.

4.2. M2M Challenges
4.2.1.

M2M applications are dependent on the deployment of 3G mobile infrastructure by Mobile Operators as a
number of M2M applications like Network Video Surveillance, in-vehicle camera systems will need high
speed data streams. The deployment of third generation CDMA EV-DO , HSDPA network infrastructure is
quite slow in most geography outside North America and Western Europe, as this needs significant
investment on infrastructure. This shall impede the ability of Mobile Operators and Application developers
to deploy 3G M2M applications in these areas.

•

4.2.2.
•
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Investment challenge

Technology Hurdles
One widely quoted statistics is a figure of 1 billion devices by 2010 (source:
http://www.space.bas.bg/astro/ses2006/Cd/C9.pdf)*. So while the M2M industry is ballistic about such
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figures and underlying opportunities, the success entirely lies on fast adoption of IPv6 by mobile operators
and equipment manufacturers. There is always a drag of incumbent IPV4, which can potentially slow down
the migration and thereby the M2M business as well.
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•

Technology standardization is a key challenge as there are so many players involved setting the standards,
agreeing to solutions, systems integration and Billing interfaces. A common set of technology framework
has to be globally standardized for faster rollout.

•

Optimize the current mobile packet gateways for M2M communications, as they need to handle large
number of packet data sessions rather than large data throughputs.

•

The M2M technology, being at a nascent stage, the technology expertise and customer awareness are at
rudimentary levels. This is likely to slow down the mass penetration of this technology among the user
population.
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5. M2M Wireless architecture

5.1. Capillary Network:
The sensors, communication and processing units act as endpoints of M2M applications and together constitute the
capillary network. The devices shall interconnect amongst themselves over various PAN and LAN technologies in
both Wireless and Wireline domain. Their primary components are sensors, processors, and radio transceivers. The
primary WPAN technology enablers in this space are ZigBee and Bluetooth. The sensors also known as smart nodes
form Bluetooth piconets or ZigBee networks used for coordination and transmission of the collected data to the
Gateway.

5.2. M2M Gateways
The Gateway module provides control and localization services for data collection. The gateways also double up in
concentrating traffic to the operator’s core .It supports Bluetooth, Zig Bee, GPRS capabilities. It supports wireless
communication standards like GSM/GPRS, IEEE 802.11, Bluetooth/IEEE 802.15.1 (supports communication links
between devices on short distances), ZigBee/IEEE 802.15.4 (used for low speed data transfer between low-power
consumer devices).
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5.3. M2M Applications
M2M applications will be based out of industrial grade application servers provided by the operators. Applications
may either target at end users, such as user of a specific M2M solution, or at other application providers to offer
more refined building blocks by which they can build more sophisticated M2M solutions and services.

5.4. Elements of M2M Architecture
Key Network Elements


A device loaded with sensors, processors and communication
transceivers capable of assimilating and transmitting data contained
within those devices autonomously.



Capillary network provides connectivity within M2M devices and also
from the devices towards the M2M gateways.



M2M Capillary network encompasses technologies across Personal Area
Network Technologies such as IEEE 802.15(includes Bluetooth and ZigBee
piconets), SRD, UWB, M-BUS, Wireless M-BUS

M2M Gateways



Concentrates M2M traffic towards the Telco’s core on one side and
interconnects with the capillary network on the other.

M2M Backhaul



Supports Communications between M2M Gateways and M2M
Application (server).



Inclusive of technologies as xDSL, PLC, Satellite, LTE, GERAN, UTRAN, WLAN and WiMAX



Contains the middleware (application, services, and data) which hosts the
business intelligence for execution of the M2M business logic. It
essentially is a software process or agent by which the data can be
analyzed, reported or acted upon.

M2M Device
And Capillary Network

M2M Applications (Server)
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5.5. M2M Network Components and Interrelations

Connected Objects

co

Service provider B
Business
logic

Service provider A

Device Network
co
co

HIT Radio
Gateway

Business
logic

GPRS

Device Network
co
co

HIT Radio
Gateway
Telco
hub

Mobile
or
Fixed

Public
Network

Service
Platform

co
Data
Repos.

As we dig deeper into the Capillary network and the corresponding M2M gateway, the topology takes shape of a
matrix of meshed Connected Objects (CO) converging to the HIT gateways. The Host Identity Tag (HIT) gateway
works over the Host Identity Protocol (HIP) and allows a global addressing of the Connected Objects (CO).All
connected objects under a device network domain potentially work with a single IP address, which are under the
control of a single HIT gateway. The HIT gateway keeps a track of the location of CO’s under its control, with each
gateway having a defined coverage area. The communication scheme on the device network side of gateway shall
be various WPAN technologies.

The HIT Radio Gateway being a functional equivalent to HIT gateway also hosts a Radio Interface (GSM, EDGE, and
UTRAN) for access to the GPRS network.

On the service layer, we can likely have a host of M2M services hosted by multiple service providers.
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6. M2M Business Applications
•
•

•

•

•
•
•

•
•

•
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Industrial Automation and Monitoring
– Factory Line Equipment Operation/Usage Tracking/Diagnostics/Service requests,
Telemedicine and Healthcare ICT
– Body Sensor and Diagnostic Reporting
– Remote Physician consultation (non-voice, patient vitals/x-ray data access)
Security and Surveillance
– Home and enterprise security sensor monitoring, alerts, remote access & thermostat control, video
feeds
Telemetry
– Smart Meters, Sensors for energy industry, ( gas/oil drill site or billing information back to the
central office)
Asset Tracking
– Inventory control (Ex: Vending machines,..), Geo-fencing
Fleet Management
– location and availability, Repossession and lockdown, Sales Force Tracking
Consumer Telematics
– In-vehicle entertainment/navigation, remote Diagnostics/Safety/Concierge Services, Vehicle
Diagnostics
Advertising
– Digital billboards, in-store offers, special events
Consumer Applications
– Home monitoring, Financial and Retail POS/Kiosks
– Digital cameras, e-readers, media players, gaming devices
Wireless data modules for laptops, netbooks, UMPCs, etc.
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6.1. Some Real world examples

•

Asset Tracking : A superstore chain can have automated inventory tracking which can monitor the
consumption rates of store shelf’s and report the depletion levels to the store managers on their mobile
terminals.

•

The connected car – Telenor is having several car manufacturers to integrate connectivity into the car for
various reasons. eCall services (automatic alarm in case of an accident), remote diagnostics and
infotainment systems are some of the areas that are growing rapidly.

•

The connected electricity meter – automated meter reading/management via wireless technologies is
adapted by many utility companies across the globe to increase control and provide a better service
towards its customers.(smart grid)

•

Smart civic services –Remote monitoring of trash cans by M2M enabled devices and sending SMS to Civic
authorities when clearing and replacement is needed.

•

The connected alarm – for example many alarm manufactures are now moving into wireless technologies
instead of fixed lines. Improved operations/accessibility and easier installations are some of the reasons for
deploying wireless connectivity.
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7. M2M Standard Bodies

The primary role played by these standard bodies in shaping the M2M ecosystem is as follows,
ESMIG: European Smart Metering Industry Group has the objective to enable domestic and business consumers
across Europe with Smart Metering of electricity, gas, and water and heat usage.
W-Mbus: Wireless MBUS standard specifies communications between water, gas, heat, and electric meters used for
smart metering or Advanced Metering Infrastructure (AMI) applications.
KNX: The Association is the creator and owner of the KNX technology, a concept in smart-homes – the worldwide
STANDARD for all applications in home and building control, ranging from lighting to various security systems,
heating, ventilation, air conditioning, monitoring, alarming, water control, energy management, metering as well
as household appliances.
HGI: Home Gateway Initiative, founded by major broadband service providers (BSPs), publishes requirements for
digital home building blocks defining the way IP services are delivered to the home. Those building blocks are the
hardware and software in the digital home that connect consumers and services.
.
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EPCGlobal: EPCGlobal leads the development of industry driven standards for the Electronic product code to
support the use of Radio Frequency Identification (RFID)
CENELEC: European Committee for Electrotechnical Standardization is responsible for European Standardization in
the area of electrical engineering.
6LowPAN: An international open standard for IP enablement of smallest of devices like sensors and controllers, by
enabling IEEE 802.15.4 and IP together.
IETF ROLL: This IETF working group defines the Routing over Low power and lossy network characteristics. Their
interconnection is over ZigBee and Bluetooth capabilities.

7.1. Current M2M Players
•

AT&T – has launched M2M developer kit for emerging devices organisation

•

Nokia – M2M gateway

•

Vodaphone – M2M platform

•

T-Mobile - a new development centre in Germany to develop M2M solutions for BMW and Continental

•

Orange - already has several solutions (http://www.business.orange.co.uk/services/large-businessservices/telemetry-tracking/m2m-case-studies/#what is telemetry?)

•

Telenor- provides E2E M2M solutions (www.telenorconnexion.com)
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8. Tech Mahindra role in M2M
While M2M is a new technology jargon, the fundamental technology enablers still remain with areas of embedded
devices, Wireless Communications, IP communications and IPv6 enablement, Converged Billing, Application/
Content development and VAS delivery streams. The skillset domain could be broadly classified as:



Device Hardware: Design, development, fabrication and testing of ASIC’s for M2M device
endpoints and capillary networks.



Infrastructure: The M2M core, which primarily constitutes of wireless device and technologies,
and includes conventional interfaces such as fibre-optic backbone.



IP Communications: Datacom skillset in access, edge, and core routing and switching
solutions, design and implementation of control and data plane. In M2M context IPv4 to IPv6
migration capabilities are significant.



Application development: Developer pool to conceptualise and develop innovative M2M
applications.



Billing: Monetizing the M2M business through BSS enablers and appropriate Rating and Charging of
M2M traffic/content/services.



System Integration: Modification and assembly of disparate hardware and software for a
unified business solution.



Testing and Verification: Manage the validation life cycle of M2M network, product,
applications and hosting services for certification/IOT labs.

Tech Mahindra has a leadership position in the service industry on most of these technology verticals with an
experience spanning over two decades. The M2M market opportunity is large enough to create an independent
technology vertical in the organisation aligned with the M2M offerings and opportunities.
The Tech Mahindra Product Engineering portfolio offers Development, Product lifecycle management, Technology
transformation, Network Services and Testing, OSS/BSS Integration across the following technology nodes,
complimenting the niche technology skills necessary for the M2M business:
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As an established system integrator and product engineering company in the TEM space, Tech Mahindra could adopt
the following phased approach towards gradual evolution in the M2M market space
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Tech Mahindra has also been proactive to set its feet firmly on emerging technology segments and the IPv6
portfolio strongly attests to this claim.

 IPv6 Portfolio
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