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Throughout the history of technology organisations 
have suffered because of the need to assemble 
technologies from different providers and oversee 
integration of these, manage vendor relationships 
and then try to find the root cause of problems. For 
pure technology organisations, this is a fact of life 
but for companies engaging in IoT, this IT model is 
a negative space that limits flexibility, adds often 
unpredictable costs and requires them to become 
experts in areas that are non-critical to their 
businesses. 
 
It's therefore encouraging to see companies 
collaborating to bring integrated blocks of IoT 
functionality to market. There are several examples 
of this happening and previously distinct parts of 
the value chain are co-operating along these lines. 
Recently, 1NCE, a provider of flat rate IoT 
connectivity, has partnered with Pycom, a maker of 
development kits and IoT modules, to offer 
hardware that is integrated with narrowband-IoT 
(NB-IoT) and LTE-M connectivity. The offer also 
encompasses cloud management capabilities and 
the companies are able to bring this to market, 
subject to volume, for around one euro per month. 
 
The benefits are obvious in terms of reducing the 
number of vendors required to enable an IoT 
deployment and this approach takes away much of 
the complexity of bringing IoT-enabled devices to 
market. By wrapping the connectivity and the IoT 
module in a single proposition with management 
capability, the market is approaching the simplicity 
of being able to provide IoT capability as a bolt-on, 
pre-integrated capability that can be bought from 

a single provider with the confidence that it will 
work and be cost effective. 
 
In addition, the expected deployment volumes for 
this sort of offering means security and resilience 
have been considered and user organisations can 
reap the benefits of robustly tested offerings. This 
is a significant contrast to internally-developed 
systems. With embedded and integrated SIMs 
coming to market, connectivity is poised to 
become one of the easier parts of IoT to specify 
yet the complexity of assembling an end-to-end 
IoT offering remains greater than it needs to be. 
 
With new approaches such as edge intelligence 
and the concept of far edge clouds that place 
lower reliance on connecting back to a central 
cloud for processing, architectures are becoming 
more, not less complicated. Therefore, anything 
that can be done to eliminate unnecessary 
integration points and simplify the value chain 
should be encouraged.  
 
For the very largest IoT projects it will still make 
sense to develop in a bespoke way but for the 
remainder, and those that are not IoT native 
organisations, being able to pick sets of 
functionality off-the-shelf is compelling. 
 
Remember many organisations simply aren’t that 
interested in IoT – they just want the outcomes it 
offers as it transforms their businesses.  
 
Enjoy the magazine! 
 
George Malim 

Simplification is an essential target as IoT 
organisations ramp up volumes and look to accelerate 
time-to-market but traditional projects are enabled via 
a complicated web of different technologies from 
different vendors. We’re starting to see the ecosystem 
respond and bring pre-packaged sets of functionality 
to market that will reduce the number of vendors 
companies need to interact with and reduce 
integration efforts. This can’t come too soon as new 
waves of technology layer on further complexity
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Wind River a global specialist in delivering 
software for intelligent systems is working 
with Intel to develop a 5G virtual radio 
access network (vRAN) that integrates Intel 
FlexRAN reference software for systems 
fuelled by third gen Intel Xeon Scalable 
processors with built-in AI acceleration. It 
also features Intel Ethernet 800 Network 
Adapters and the Intel vRAN Dedicated 
Accelerator ACC100 in concert with Wind 
River Studio. The joint solution builds on 
work by Intel and Wind River on Verizon’s 
5G milestone to complete the end-to-end 
fully virtualised 5G data session. 
 
Wind River Studio provides a cloud-native 
platform for the development, deployment, 
operations and servicing of mission-critical 
intelligent systems. Prospective customers 
and vRAN solution providers will be able to 
review evaluation packages consisting of 
Intel FlexRAN reference software pre-
integrated with Wind River Studio to 
simplify and accelerate customer trials and 
deployments of 5G vRAN.  
 
“As 5G opens up new opportunities across 
industries, there will be an increasing need 
to put greater intelligence and compute to 
the edges of the network, where new use 
cases evolve and thrive. As such, operators 
must adopt a low-latency far-edge cloud 
architecture to enable these new use cases 

in an intelligent, AI-
first world,” says 
Kevin Dallas, 
president and CEO 
at Wind River. 
“Together with Intel, 
we are providing a 
best-in-class 
differentiated 
solution to help 
customers deliver on 
high-reliability, ultra-
low-latency, and 
highly efficient 
offerings for their 
next-generation 
networks.” 
 
Dan Rodriguez, the 
corporate vice 
president and 
general manager of 
Intel’s Network 
Platforms Group, 
added: “As 
operators realise the 
benefits and 
embrace a 
virtualised, software-
defined architecture, our products, 
ecosystem, and years of experience help 
accelerate this shift to flexible, agile 
networks.”  

HCL Technologies (HCL) has 
unveiled a new unit focused on 
the Cisco ecosystem to 
accelerate clients’ digital 
journeys. The companies have 
a long and successful 
partnership that has enabled 
enterprises to accelerate their 
digital transformation journeys 
by helping them to invent and 
innovate utilising advanced 
technologies from Cisco and 
transformative services 
capabilities from HCL. 
 
HCL’s Cisco Ecosystem Unit 
will address complex 
transformation programmes 
around software-defined 
network transformation, 
network-as-a-service, digital 
workplace, multi-cloud 
modernisation, hyper-
automation, security, 
optimised application 
experience, private 5G and 
telco modernisation. 

HCL launches Cisco 
ecosystem unit

News in Brief

AT&T and Kigen are working 
together to help customers 
streamline their supply chains. 
They aim to reduce the time to 
market for enterprises who 
want to utilise SIM, embedded 
SIM (eSIM) and integrated SIM 
(iSIM) secured connectivity 
deep in their Internet of Things 
(IoT) devices. 
 
Kigen’s SIM OS, data 
generation and key 
management services will allow 
AT&T to offer a broader 
selection for integrated SIM 
solutions. Manufacturers will 
enjoy greater flexibility by 
sourcing their AT&T SIM at the 
stage of the device 
manufacturing process that 
best suits the customer. This 
might be at the point of 
contract manufacturing, 
module supply, or even at the 
chipset level by using an 
integrated SIM and merging 
both chip and SIM into a single 
component. 

Kigen and AT&T 
introduce SIM 
flexibility

Wind River and Intel collaborate on 5G vRAN

Sigfox has joined the Coral Partnership 
Program. Coral, Google’s platform of 
hardware components, software tools, and 
models for building devices with artificial 
intelligence (AI) at the edge, provides the 
technology to run a machine learning 
model locally, at the edge, without needing 
to send large amounts of data to the cloud. 
 
The addition of Sigfox to the Coral 
Partnership Program will create room for 
innovation with the possibility to integrate 
the Coral Edge tensor processing unit 
(TPU) in an IoT device, making it possible to 
run inferences locally and capture 
completely new information from the field. 
This reduces costs and minimises energy 
usage. 
 
Once the raw data is processed and its 
value has been harvested at the device 
edge, the Sigfox 0G network will transport 
it rapidly and at a very low cost to the 
customer’s platform. 
 
The innovations from this new partnership 

will be applicable to a number of industrial 
use cases. Coral-enabled sensors can help 
understand population flow in parks, 
streets, workplaces or retail centres while 
preserving privacy using local AI, a fast, 
reliable process that keeps user data out of 
reach. Feeding that data into a larger model 
can help distribute shared resources 
efficiently and improve incident response. 
 
“At Coral, we believe efficient AI starts with 
enabling capabilities at the edge,” said Ajay 
Nair, a product evangelist for machine 
learning solutions at Google. “The Coral 
Partner Program is intended to expand the 
edge AI ecosystem with our partners to 
support a broader range of industrial, IoT 
and cloud-based solutions by enabling 
deployment at these edge nodes. The 
addition of Sigfox to our ecosystem does 
this by allowing engineers to use the Sigfox 
0G network, making gathering and 
streaming the right data from remote, low 
power or low connectivity settings easier 
without having to sacrifice efficiency or 
privacy along the way.” 

Sigfox and Coral create partnership for AI at the edge

Kevin Dallas, Wind River

Dan Rodriguez, Intel



 Vendor/Partners    Client Product / Service (Duration & Value)                                                                                     Awarded  
 
Accenture                 Specsavers Specsavers has chosen Accenture to help improve and modernise its technology 
                                 capabilities.                                                                                                                                 6,21  
Aegis                        Mercury Systems Aegis’ holistic Manufacturing 4.0 platform chosen by Mercury Systems to standardise, 
                                 streamline and scale manufacturing operations.                                                                       6,21  
AVEVA                      International Maritime AVEVA extended its existing long-term joint effort with IMI to advance IMI’s engineering.  
                                 Industries (IMI)                                                                                                                                                     6,21  
BigChange                Veriflo Veriflo uses BigChange across its mobile operations to provide an end-to-end, 
                                 cloud-based technology.                                                                                                            6,21  
Envirotainer              Qatar Airways Qatar Airways Cargo adds Envirotainer’s releye RLP container for pharma transport.           6,21  
Expleo                      DataWhys Alliance to combine DataWhys’ AI and rule discovery platform with Expleo’s expertise 
                                 across industries.                                                                                                                        6,21  
Everynet                  Crown Castle Deal to launch a national LoRaWAN IoT network in the United States.                                   6,21  
KORE Wireless         Swoop Aero Swoop Aero uses KORE satellite connectivity and eSIM technology to deliver 
                                 vaccines and medical supplies.                                                                                                  6,21  
Marelli Motorsport    1NCE Marelli Motorsport and 1NCE partner to develop real-time tracking solutions.                        6,21  
MultiTech Systems   Radio Bridge MultiTech Systems acquired Radio Bridge.                                                                                6,21  
Nordic                       Aptar Pharma Aptar Pharma selects Nordic’s nRF52810 Bluetooth LE System-on-Chip (SoC).                    6,21 
Semiconductor  
Nordic                       Braveridge Braveridge utilises Nordic’s nRF9160 low power System-in-Package (SiP).                            6,21 
Semiconductor  
Nordic                       Digital Matter Digital Matter is using Nordic’s nRF9160 low power System-in-Package (SiP).                       6,21 
Semiconductor  
Nordic                       Link Labs Link Labs has selected Nordic’s nRF52833 Bluetooth 5.2/Bluetooth LE advanced 
Semiconductor         multiprotocol SoC and nRF52840 SoC.                                                                                    6,21  
Nordic                       SparkFun Electronics SparkFun Electronics adopts Nordic’s nRF9160 low power System-in-Package (SiP). 
Semiconductor                                                                                                                                                             6,21  
Nordic                       Stel Life Stel Life uses Nordic’s nRF9160 low power System-in-Package (SiP) for its Stel Vitals 
Semiconductor         Hub.                                                                                                                                            6,21  
Nordic                       Toshiba Toshiba selects wafer level chip scale package (WLCSP) version of Nordic’s nRF52811 
Semiconductor         Bluetooth LE SoC.                                                                                                                      6,21  
OPPO                       Thales OPPO and Thales collaborate on development of 5G technology.                                           6,21  
Pycom                      1NCE Pycom and 1NCE partner to deliver integrated connectivity and cloud management 
                                 for about €1 per month.                                                                                                             6,21  
Real-Time                 634AI RTI announced that 634AI has selected RTI Connext DDS for real-time connectivity 
Innovations (RTI)      between its MAESTRO system and its Autonomous Mobile Robot (AMR) platforms.            6,21  
Securitas                   Lynk & Co. Securitas enters into a multi-year contract with mobility services company Lynk & Co.        6,21  
Semtech                   Aurora Multimedia Aurora Multimedia has integrated Semtech’s BlueRiver AVP2000 AV Processor into its 
                                 Software Defined Video over Ethernet (SDVoE) offering.                                                        6,21  
Semtech                   LDT LDT has integrated Semtech’s LoRa devices into its smart fire prevention system.               6,21  
Semtech                   SkyLab SkyLab will use Semtech’s LoRa edge asset management platform to develop its 
                                 small form-factor prototyping board.                                                                                        6,21  
Siemens                    Surf Loch Surf Loch uses software from Siemens’ Xcelerator portfolio and automation 
                                 technology to create wave pools.                                                                                              6,21  
Siemens Mobility      Taiwan Railways Siemens Mobility signed a €231 million contract with the TRA to install an electronic 
                                 Administration (TRA) interlocking signalling system.                                                                                                   6,21  
Sierra Wireless         Aquamonitrix Aquamonitrix uses Sierra Wireless Octave to deliver accurate, real-time information 
                                 on nitrate and nitrite levels in fresh and effluent water.                                                            6,21  
TEOCO                     Swisscom TEOCO announces alliance with Swissocm using its AirborneRF to enable the 
                                 operational deployment of drones over Swisscom’s cellular network.                                     6,21  
TerraStream              SpaceJLTZ SpaceJLTZ chooses TerraStream to manage hyperspectral data for precision 
                                 agriculture application.                                                                                                               6,21  
TomTom                   Nissan TomTom adds mapping technology and connected services to support Nissan 
                                 Qashqai’s upgraded ProPILOT.                                                                                                   6,21  
Tractable                  LKQ North America LKQ North America uses Tractable’s AI to accelerate and optimise the recycling of 
                                 the salvage vehicles.                                                                                                                   6,21  
u blox                       iGPSPORT u blox and iGPSPORT release iGS320 cycling computer.                                                         6,21  
Vodafone                  Cradlepoint Collaboration to provide fast and secure WWAN connectivity to Cradlepoint users.             6,21  
WEGoT                     Kerlink Kerlink and real-time water-management systems company WEGoT partner to 
                                 expand and accelerate adoption.                                                                                               6,21 
 

It’s free to be included in The Contract Hot List, which shows the companies announcing major 
contract wins and deployments. Email your contract details to us now, marked “Hot List” at 
hotlist@wkm-global.com 

THE CONTRACT HOT LIST
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MARKET NEWS

Truphone, the provider of secure IoT 
connectivity over its global network, is 
collaborating with cellular IoT chipset 
provider Sony Semiconductor Israel 
(Sony), which offers the only 
commercially available and certified 
modem chipset that contains an 
integrated SIM (iSIM), to simplify the 
complex and costly process of enabling 
global cellular IoT connectivity for 
connected devices. iSIM moves SIM 
functionality into a device’s permanent 
hardware memory and, because an iSIM 
no longer relies on a separate chip or 
processor, extra room on a device’s 
hardware is freed up. 
 
Truphone has pioneered adoption of 
embedded SIMs and now serves more 
than 3,500 multinational enterprises in 
196 countries, connecting more than 15 
million eSIMs globally. The company 
operates its own GSMA-compliant eSIM 
remote SIM provisioning platform and it 
wants to further simplify global IoT 
connectivity by collaborating across the 
IoT ecosystem. 
 
Organisations have previously needed to 
achieve certification with multiple 
connectivity providers and have had to 
develop several versions of products in 

order to address global markets. By 
adopting iSIM-enabled connectivity 
supported by a cellular modem with 
Sony’s Altair modem chipset, 
organisations can access and ensure 
global, cellular IoT connectivity. This 
radically simplifies device design and 
manufacture and reduces the 
management burden by limiting the 
number of vendors and service providers 
required to operate an IoT service. 
 
The new collaboration also simplifies IoT 
organisations’ go-to-market and can help 
enable new business models including as 
as-a-service offerings. By combining 
Sony’s Altair cellular IoT chipset with 
Truphone’s global networking expertise, 
customers can simplify and accelerate 
their global cellular IoT deployments 
while also assuring compliance with 
certification and ensuring their offerings 
are secure. 
 
“This collaboration demonstrates 
Truphone’s strength and leadership in 
enabling connectivity for IoT,” said Ralph 
Steffens, the chief executive of Truphone. 
“This merging of technologies will create 
powerful, scalable IoT deployments. 
We’re thrilled to be joining Sony in 
bringing seamless connectivity to a 

breadth of industries – from vehicles to 
wearables and everything in-between.”  
 
Aviv Castro, the vice president of 
Business Development at Sony 
Semiconductor Israel, added: "Sony is 
playing a crucial role in the evolution of 
connected devices, and collaborating 
with Truphone via our integrated SIM 
enables global connectivity without 
roaming, which is absolutely vital for 
large-scale IoT applications. In addition, 
Truphone provides unique, affordable 
business models for connectivity, which 
further encourages the adoption of IoT.” 

Truphone launches new iSIM collaboration to 
simplify connecting millions of IoT devices

Hiber has appointed Roel Jansen as chief executive officer. 
Jansen, who joined Hiber as chief commercial officer in March, 
was previously vice president of sales at SurveyMonkey (now 
known as Momentive) and a co-founder of customer feedback 
company Usabilla, which SurveyMonkey acquired in 2019. 
 
Jansen takes charge of Hiber at a key stage in the company’s 
development. Hiber secured €26 million in EU and private 
investment in March 2021 to support innovation and adoption 
of its Industrial IoT platform, which provides sensors, data 
processing, advanced analytics and low-cost satellite 
connectivity to monitor assets located beyond the reach of 
terrestrial telecommunications networks. Hiber is now 

focused on driving sales with industrial organisations 
operating in remote locations around the world. These include 
oil and gas producers, heavy equipment manufacturers and 
operators, and transport and logistics providers. 
 
“By using satellites to connect remote, rural and roaming 
assets anywhere on earth, Hiber is operating at the final 
frontier of Industrial IoT,” said Jansen. “Our IoT platform 
makes adopting this technology easy and affordable, and 
enables Hiber customers to achieve significant safety, 
operational efficiency and sustainability improvements by 
monitoring industrial assets anywhere on earth in near 
real-time.” 

Industrial IoT start-up Hiber appoints Roel Jansen as CEO

Sierra Wireless has appointed Phil 
Brace as its new president and CEO. 
Brace was most recently executive vice 
president at Veritas Technologies. His 
previous executive roles include 
president of Seagate Technology’s 
cloud systems and electronic solutions, 
EVP at LSI Corporation and general 
manager at Intel Corporation. Brace 
holds a Bachelor’s degree in Applied 
Science from the University of 
Waterloo and a Master’s degree in 
Electrical Engineering from California 
State University, Sacramento. 
 
“I am thrilled to welcome Phil to Sierra 

Wireless,” said Robin Abrams, chair of 
the Sierra Wireless board of directors. 
“After an extensive search process, we 
are pleased to have secured a high-
calibre candidate with a strong track 
record and more than 25 years’ 
experience in the semiconductor, 
server and storage industries including 
hardware, software, services, 
engineering, marketing and sales. I am 
confident Phil will add significant value 
in leading Sierra Wireless’ continued 
growth as a global IoT solutions provider.” 
 
Brace added: “The global IoT solutions 
market is growing rapidly and Sierra 

Wireless is well 
positioned to lead 
with its strong 
portfolio of 
connectivity 
services, gateways 
and embedded 
modules. I am 
very excited to 
join the company 
and look forward 
to making a major 
impact to drive 
growth and 
profitability.”  

Sierra Wireless appoints Brace as new president and CEO
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George Malim: What are the challenges associated 
with planning IoT deployments? What typical 
constraints in terms of power and thermal 
efficiency need to be considered? 
 
Chris Boorman: It very much depends on your app 
and there are different challenges for different apps. 
For a lot of customers, the challenges of getting 
power to the environment are substantial but this 
isn’t necessarily about having devices in remote 
locations, it could just be having devices in awkward 
locations. This is one of the reasons that we started 
off this product series with a battery powered sensor 
platform.  
 
Environmental conditions are also a significant concern 
with extreme weather and temperature cycles 
affecting device longevity. We’ve therefore designed 
our new Sentrius BT610 I/O sensor to address such 
concerns with a custom-designed, IP67 ruggedised, 
vented enclosure. Powered by a replaceable, large 
capacity, lithium thionyl chloride battery which will 
last up to 5 years. With an operating temperature 
range of –40OC to 85OC, this is vital for IoT 
applications that rely on having multiple sensors 
which remain operational in harsh environments.  

Many IoT applications also rely on having multiple 
sensor types, each with a dedicated purpose, so 
finding single use/single input sensors each with the 
required operational performance quickly becomes 
extremely challenging and you end up with a store-
room full of sensors from different manufacturers. 
We’ve therefore designed the Sentrius BT610 
platform to support a wide range of sensor inputs.  
 
This makes the BT610 versatile enough to be 
coupled with multiple off-the-shelf sensors for an 
array of use cases. For example, in a control hut 
application, sensing door open/closed, climatic 
conditions inside and out, AC current loading for 
HVAC systems and button press events etc. Creating 
a product that is versatile and configurable for the 
different challenges our customers face and 
simplifying their deployments. Customers can focus 
on digesting the data from the device rather than on 
integrating sensors and managing data they create. 
It enables customers to focus on the data rather than 
on its collection. 
 
GM: How does the Sentrius BT610 help address 
organisations’ deployment concerns and fit the 
needs of IoT environments for flexibility? 

New, versatile sensor platform allows 
IoT organisations to accelerate 
time-to-market and focus on their data
IoT deployments involve significant challenges in terms of power supply, environmental factors and 
the need for connectivity coverage at the right cost for the use case. Bluetooth 5.2 is bringing in a new 
era of robust connectivity but organisations need hardware that gives them the flexibility to position 
connected sensors where they are needed and to ensure they are protected from moisture and able to 
operate at both high and low temperatures. 
 
For mass-scale deployments bespoke hardware is a realistic prospect but for specialised, lower volume 
deployments that demand short time-to-market, this approach is unviable. Instead, deployment of a 
device that offers designed-in flexibility, pre-canned uses and the ability to add bespokely developed 
software, can deliver organisations with the best of both worlds. 
 
Jonathan Kaye, the senior director of product management, and Chris Boorman, senior product 
manager, at Laird Connectivity explain to IoT Now managing editor George Malim how the company’s 
new Sentrius BT610 offering provides an ideal device for rapid roll-out of sensor connectivity 

SPONSORED INTERVIEW

▲
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CB: The versatility of the BT610 is a result of 
developing a platform which, at a hardware level, 
supports pretty much any industry standard 
external sensor through its range of interface 
options – from general purpose analogue inputs, 
digital I/Os, I2C and SPI. The generic I/O interface 
allows customers to wire in their own inputs from 
whatever item of kit or sensor they already have,  
connecting up to four, 4-20mA or 0-10VDC analogue 
inputs, two dry contact digital inputs, plus two 
digital outputs. Alternatively, we have our own pre-
canned cable assembly options which are sold 
separately, allowing customers to connect thermistors, 
AC current sensors, pressure or ultrasonic sensors 
which are all supported out of the box. Lastly, 
customers also have the option of going down a 
development path and building their own application 
software on Zephyr to meet their operational needs 
utilising the SPI/12C and UART interfaces available. 
 
Combined, this flexibility allows us to position the 
BT610 so it’s well placed to service many different 
customer applications. 
 
We can pitch the BT610 at many different levels. 
We have the standard unit with off the shelf 

operation, or customers can do their own software 
application development utilising the documentation 
we make available, allowing them to go off and 
build their own dream. 
 
GM: Are you seeing that customers want to do 
their own development, or do they want pre-
canned options? 
 
CB: It’s still early days for the BT610 but through 
early engagements with customers we’re seeing 
there are examples of both extremes. Some big 
players want solutions that are plug and play, they 
want us to give them something they can scale 
with. Then there are others with their own cloud 
platform that just need a hardware platform to 
provide the data.  
 
We also see smaller companies and start-ups with 
developers in-house who again just need a 
platform to build on and have their own partners 
who complete the offering. There’s a big mixture of 
use cases out there. From my perspective there 
are very limited rules in terms of customer 
behaviour. It just depends on their capabilities and 
their ambition. 

Jonathan Kaye 
Laird Connectivity

Chris Boorman 
Laird Connectivity

▲

“We can pitch the BT610 at many different levels”
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Jonathan Kaye: I think there are three factors that influence 
this – specific sensing requirements of the application, time to 
market and the capability of an organisation’s engineering 
group. Our growing packaged products portfolio has been 
developed out of our embedded wireless modules, as the core 
wireless and compute engines that drive the packaged 
product variants.  
 
We’ve found that customers’ expectations and requirements 
for packaged products  widely differ based on their internal 
capabilities and type of company it is. Some customers expect 
a product that they just power on and their data just gets to 
the cloud. Others want to tweak and optimise the product 
configurations, sensors, and data flow to match their 
requirements and specific cloud implementations.  
 
Being everything to everybody is not realistic for real world IoT 
applications and we’ve endeavoured to achieve flexibility for all 
these different customer personas. 
 
A big challenge for our engineering team is that it’s almost too 
flexible. There are so many levers, variations, adjustment 
options and sensing interfaces we can accommodate that it 
has been an interesting design exercise for us to assess how 
we service all the different potential demands for the I/O 
sensing interfaces we have here. 
 
We’ve tried not to make this product a Swiss Army knife 
because if you try to do that and serve everybody’s specific 
needs you end up serving none of them. Instead, we’ve 

focused on providing enormous flexibility and broadening the 
application use cases. 
 
GM: Are you seeing industrial IoT organisations selecting 
Bluetooth 5.2 to address deployments that require long 
range support? 
 
JK: We are seeing exactly this, and Bluetooth 5.2 was core to 
the design of this product. The core BL654 BLE module 
utilised in the BT610 design has silicon from Nordic 
Semiconductor, the nRF52840. That product has been out on 
the market for approximately three years and one key driver 
for that module itself has been support for Bluetooth 5 
features sets, which are key industrial customer requirements. 
 
We see customer demand for the LE Coded PHY feature for 
enabling the ability to punch through really poor RF 
environments. Sensing options generally do not happen in 
lovely pristine environments, they are normally buried down 
inside machines or they need to push to get as much range as 
possible in order to connect back to the gateway, then onto 
the cloud. LE Coded provides that option to address poor RF 
environments. The Bluetooth SIG marketing claims 
performance of four times that of Bluetooth v4, using LE 
Coded at both ends of the wireless connection. 
 
In our own testing we’ve found that industrial customers see 
Bluetooth 5.2 as an advantage. Throughput goes down but the 
range does significantly increase and for most devices such as 
this, which involve communicating sensor info and state info, it 

▲
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is small pieces of data and being able to send that over longer 
range point-to-point or punch through poor RF environments 
that is something the industrial market is looking for. 
 
GM: You mentioned the BT610’s enclosure earlier but what 
are the important attributes device enclosures need for 
challenging environments? 
 
CB: It would have been incredibly easy for us to have taken an 
off-the-shelf enclosure thrown the board in that and called it 
good but we didn’t find one that we felt gave us the design we 
wanted. We wanted to make the BT610 as compact as 
possible, making it suitable for deployment in the widest range 
of applications we could. In many factory floors you have huge 
amounts of space, but this isn’t always the case, in vehicles for 
example, space is extremely limited so we wanted to keep the 
BT610 small to maximise its applicability. 
 
We’ve achieved this by making our own custom enclosure with 
an IP67 rating. We’ve also included a vent and four cable 
glands ports. When you’re not using these inputs they can be 
capped to save having an unused cable gland protruding and 
potentially allowing moisture ingress without a fitted cable 
making the seal. 
 
In addition, the vent allows pressure to pass through. With a 
sealed enclosure, as sunlight hits the unit or as the 
temperature rises, so does the pressure inside. If the pressure 
cannot escape stress is placed on the seals. Conversely as the 
temperature reduces, so does the pressure. Without a vent, the 
sealed enclosure will attempt to suck outside air/moisture in. 
Both of these scenarios are exacerbated in stormy weather 
with more sudden and rapid changes in the environment. The 
vent also aids cooling and helps prevent condensation. 
We’ve also tried to eliminate the problem when engineers 
access devices to initiate Bluetooth connections, unscrewing 
the lid and exposing the inside to the elements, by using a 
magnetic sensor on the side that triggers the device to go into 
a pairing state. This means you can connect to the BT610 from 
the mobile app which comes with it and the necessity to open 
the enclosure up is reduced.  
 
We also have a tamper switch that pushes an event into the 
cloud if triggered, useful for security and maintenance purposes. 
 
With the battery, as mentioned, we’ve gone for lithium thionyl 
chloride call. It was chosen because this chemistry has a long 
shelf life, meaning you can keep batteries in storage alongside 
the BT610 waiting for deployment, and a flat discharge curve 
in conjunction with a wide operating temperature range. So 
cold nights or deployment in freezers aren’t a problem.  
 
A lot of time and thought has gone into the design of the 
housing and the enclosure and the general configuration of the 
hardware to make it as versatile and user friendly as possible. 
 
GM: Laird Connectivity has drawn on experience from 
previous product generations to make the BT610 as flexible 
as possible with many interface options. How have you 
approached this? 
 
CB: We thought a great deal about how to interface the sensor 

cable assemblies to the platform and we’ve certainly leant on 
lessons learnt there. For the BT610 sensor inputs we wanted to 
avoid the need for specific connectors to achieve the 
versatility we wanted to offer. This enables our customers to 
not only route cables through tight spaces without a big 
connector on the end but also have freedom to wire in their 
own pre-existing cable assemblies without the time and cost 
impact of needing to fit new connectors, both of these were 
important considerations.  
 
Alongside the ease of installation lessons, I think the addition 
of a vent is another good example of drawing on experience 
to optimise the longevity of our new packaged products in 
harsh environments.  
 
JK: The software interface is also important. In previous 
models we’ve had a binary software offering which did what 
we said it would do but in relatively confined ways. Now we 
want to serve many more use cases. We have pre-canned 
binary interfaces that will perform functions as we set them 
out, but using fairly standard tools, developers can make 
significant changes and customise software their own way. 
With Nordic Semiconductor silicon as the core of the product, 
there is a lot of developer expertise in the market and flexible 
tools so customers can develop their own applications using 
the Nordic nRF Connect SDK or Zephyr RTOS. 
 
GM: What do you see as the typical use case for the BT610 
and the associated cable assemblies? 
 
CB: We’re just finalising development of the BT610 and as you 
would expect from everything we’ve said, there are a large 
number of use cases that the product is suited for, ranging 
from monitoring electrical equipment, such as the HVAC units 
in control huts, discussed earlier, to AC current sensing for 
single or three-phase induction motor monitoring, which I think 
is a strong industrial application.  
 
In addition to heavy industrial environments there are an 
endless number of applications in light industrial, smart 
building, healthcare, hospitality and other verticals, and the 
pre-canned cable assemblies we’re launching alongside the 
BT610 are intended to cover are a reasonably wide range of 
these from day one. There is a raft of different environments 
where the pre-canned cable assembly combinations could be 
deployed. Thermistors specifically are commonly used for 
environmental monitoring, automotive applications, industrial 
process applications, aerospace and medical applications. AC 
current sensors can be used for automation, process control, 
safety, motor protection, preventative maintenance, load 
switching, failure monitoring and monitoring energy use. While 
pressure and ultrasonic sensors can be used for fluid or gas 
applications to measure flow, safe levels and pressure drops in 
a line for preventive maintenance as well as measuring fluid 
height or level in tanks – your imagination is the limit. 
 
We’ve tried to make the platform as adaptable as possible, to 
support not only greenfield deployments but to also make it 
suitable for updating brownfield applications with wired 
sensors already deployed, which can be converted into 
battery-operated wireless nodes, providing robust messaging 
to the cloud via our BT610.  

www.lairdconnect.com

We thought a great deal about how to interface the 
sensor cable assemblies to the platform and we’ve 
certainly leant on lessons learnt there



Just as important as all of these is to provide a 
wireless ecosystem that guarantees design 
flexibility, extensibility, and the potential to 
expand and grow with your application’s 
needs. Laird Connectivity’s Sentrius BT610 is 
highly flexible, with out-of-the-box support for 
temperature, pressure, ultrasonic, AC current 
applications, and more. It’s designed to grow 
with your application, serving in various 
subcomponents of an overall design. 
 
This case study looks at just one of many 
examples where an application is ideally 
served by multiple sensors gathering data 
from several separate components of the 
application. For this example, we explore 
control hut monitoring – equipment buildings 
placed adjacent to outdoor installations such 
as antenna towers, railway tracks and industrial 
facilities. The overall health of the application is 
best determined by gathering more data: 
antenna current, ambient temperature, HVAC 
compressor current, indoor temperature, and 
more. 
 
These data points create a comprehensive 
picture of the real-time status of the overall 
installation: how environmental conditions 
impact performance, the equipment inside, 
and the hardware outside. The more data 
points that can be quantified on-site, the 
better operators can be at anticipating and 
detecting system failure, ensuring more reliable 
uptime, and avoiding expensive equipment 
failure and replacement. 
 

How to design IoT for 
the completely 
connected control room
Challenging industrial IoT applications demand custom-engineered solutions due to their 
unique problems and specifically challenging environments. Usually, that consists of 
robust ingress protection, such as IP67 and others, temperature resistance, vibration 
resistance, carefully designed wireless performance, and more. Industrial IoT requires a 
higher degree of resiliency to factors that degrade performance in other products, or 
even disrupt connectivity entirely

CASE STUDY
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The Sentrius BT610 – precisely 
engineered for demanding IoT designs 
A reliable IoT sensor platform must be precisely 
engineered to resist common industrial 
environmental problems like vibration, dust, 
moisture and extreme temperature. This can also 
include vulnerable external components such as 
antennas, which introduce weak or failure points in 
the system. 
 
The Sentrius BT610 is specially engineered to 
produce the most resilient, reliable, long-
performing IoT sensor that addresses our 
customers’ specific needs in the field. Our 
expertise is built into the DNA of the BT610 in 
several key product features: 
 
• Unique, custom-engineered industrial  

enclosure resists intrusion from water and dust,  
including ports that individually seal with IP67  
cable glands or caps. An IP67 pressure vent  
equalises pressure and temperature without  
exposing internals. A magnetic contact switch  
triggers connection via a mobile app without  
exposing the interior. An internal antenna  
provides reliable communication and connects  
via an IPEX locking connector for superior  
vibration protection.  

 
• Long-range Bluetooth 5 connectivity powered  

by the robust BL654 (Nordic Semiconductor  
nRF52840) wireless module, the BT610 enjoys  
top-of-the-line Bluetooth feature support such  
as LE Coded Long-Range features, which gives  
a 4x range boost over last-gen Bluetooth 4. 

 
• Long/stable battery life via lithium thionyl  

chloride battery in an AA package battery  
chemistry allows full performance across the  
battery’s charge, reliable to the end. Clever  
power management schemes and configurable  
parameters (coded PHY, 1M PHY, advertisement  
and measurement intervals, and transmit power)  
means your sensors can last more than five  
years in the field before requiring a new battery  
(see the BT610 battery calculator online for  
details).  

 
• Utilise pre-canned configurations with cable  

assemblies or bring your own sensors through  
IP67-rated cable gland connectors and an  
internal screw terminal block, connect external  
sensors to I/O or generic serial interfaces. Laird  
Connectivity provides temperature thermistor,  
AC current, ultrasonic and pressure sensors, or  
connect your own. The BT610 GPIO supports 
4x 4-20 mA or 0-10V DC analogue inputs, 2x  
dry contact digital inputs, 2x digital outputs, 
1x 3.3V or 5V power output (to which users can  
wire in a maximum of two sensors), and the  
serial peripheral supports SPI/I2C bus + UART  
interface. 

 
These design considerations form a highly resilient, 
flexible, high-performing, custom-engineered IoT 
powerhouse, reliable and flexible for smart 
industrial applications. This includes current 
monitoring in, for example, three-phase induction 
motor applications, fluid and gas tank monitoring 
with ultrasonic and pressure levels, and a wide 
range of temperature monitoring, for equipment 
like coolers, freezers, and HVAC units. 
 
These scenarios have a primary characteristic to 
measure, such as current or temperature, but are 
greatly served by capturing diverse data that 
paints a more complete picture. We’ll look at the 
control hut application and how the BT610 adds 
valuable intelligence that scales as a more 
comprehensive snapshot of current conditions is 
established. 
 
An antenna control hut is a fixture of many 
transmitting antenna tower installations that exists 
for multiple reasons to facilitate antenna tuning 
and protecting workers onsite. It protects 
equipment and workers from the powerful, 
hazardous energy at the antenna radiator. It 
contains radio equipment, sometimes HVAC for 
sensitive equipment or operator comfort, and 
connections to various components of the radio 
antenna tower. 
 
Primary measurable data points might be the 
ambient temperature inside/outside of the hut, 
where sensitive equipment may overheat and 
malfunction. Taking a closer look, there are many 
other measurables that can indicate not just 
imminent failure, but emerging problems: 
 
• Pressure of compressor lines Variances of  

pressure around the compressor can indicate  
emerging failures, such as physical leaks or   
compressor wear. 

 
• Changes in current to the compressor or fan  

system Unusual electrical activity can precede a  
complete failure, and can prompt operators to  
repair or replace equipment before it creates an  
unexpected problem. 
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The Sentrius 
BT610 is 
designed to 
cover some of 
the most 
common 
industrial IoT 
scenarios
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• Changes in current to the antenna/radiator  

equipment Unmeasured electrical problems  
moving from the hut to the external antenna  
tower can spell disaster for the application at  
large. Monitoring internal and external hardware  
in tandem can help isolate working components  
of a system from disrupted ones. 

 
• Open/closed status for doors and windows  

Security is critical where expensive equipment is  
under lock and key. It’s also important to  
keeping the area cooled and functional, and can  
provide more data to explain HVAC problems,  
such as overheating due to open windows and  
doors. 

 
The BT610 has a capacity limit for connected sensors, with 
some requiring more wired-in connections. Multiple units 
may be needed to cover a whole installation, but the 
consistent base platform eliminates the need for multiple 
single-input, single-use sensor types. 
 
As you can see, expanding on an IoT application yields 
increasing awareness and intelligence about the conditions 
and behaviours of its subcomponents. With the addition of 
more data points, a more comprehensive and actionable 
picture emerges to sense and prevent disruptive equipment 
failures. The BT610’s flexible configurability, ease of 
placement and versatile sensor input support make it an 
excellent choice for facilities and applications with multiple 
measurables across various conditions and locations. 
 

Develop your way with 
versatile software options 
Just as important as flexibility in hardware and peripherals 
is flexibility in software design. The BT610 is based on an 
embedded Cortex M4F processor, with an open software 
architecture that is designed to give you multiple paths to 
creating and developing your applications. 
 
Develop with Zephyr RTOS or the Nordic nRF Connect 
SDK. The Nordic SDK provides the familiar tools and 
features you know and love from Nordic. The Zephyr RTOS 
route provides an open-source option for your firmware 
that is widely supported, connectivity focused, and 
footprint conscious. We provide a boards file and additional 
documentation on the Zephyr website. This design 
flexibility helps you integrate the BT610 into your existing 
platform, using familiar tools to integrate it with other 
devices.  
 
The BT610 firmware communicates using CBOR encoded 
commands over the MCU Manager SMP protocol for 
compact JSON that maximises throughput with simple key-
value pairs. Laird Connectivity continues to grow and 
develop available software and documentation for the 
BT610 across upcoming future GA releases. 
 
 
Endless applications 
The control hut example demonstrates the range of 
measurables and locales that the BT610 can serve. But the 
same can be said of many other use cases where multiple 
measurables can serve to identify, anticipate, and isolate 
component failures.  
 
In HVAC, temperatures at various points in the system can 
provide a holistic view of climate control effectiveness 
across an entire facility. In food safety/cold chain 
applications, the status of compressors and refrigerant lines 
for coolers or prep stations can verify the storage-to-serve 
pipeline for food safety. An industrial motor’s temperature 
or 3-phase electrical supply can identify possible 
overheating or dangerous failure conditions.  
 
Laird Connectivity’s decades of experience in wireless 
design and deep collaboration with customers gives us the 
insight to design IoT products uniquely suited to demands 
on the ground. The BT610 is carefully designed to address 
these demands, last for years in the field, and help 
businesses gather the data they need to achieve better 
outcomes.  

For more on our Sentrius BT610 I/O sensor, as well as pre-canned configurations, product specifications, and 
documentation, see our website:  
https://www.lairdconnect.com/bt6x0-series  

CASE STUDY
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Traditional product manufacturing 
companies are moving to selling their 
products as-a-service but this means they 
must be manufactured with greater 
capability for personalisation. Products are 
typically adapted for use in specific regions 
but factories are also moving to create 
global products that can be configured via 
software over-the-air (OTA) to match with 
end user requirements. In industrial 
environments, similar flexibility is needed to 
enable production lines to scale up, to alter 
and improve and to accommodate multiple 
versions of the same product. Traditional 
cabling, which can amount to many 
kilometres on a traditional industrial site is 
costly and disruptive to re-route – if 
possible – and time-consuming and 
expensive to replace. 
 
Industrial locations have been turning to 
wireless solutions for more than a decade in 
order to address these issues and enable 
flexibility and this is positioning them well 
for hyper-connected environments that 
involve drones, unmanned vehicles and 
wireless-controlled robots. 
 
“By shifting to a wireless-centric 
connectivity method for industrial solutions, 
one is able to provide more pervasive 
network coverage at a more reasonable 
cost than running wired cabling throughout 
an industrial facility,” explains Christian 
Gilby, the senior director of product 
marketing for AI-driven enterprise at 
Juniper Networks. “It also provides the 
benefit of adding mobility to IoT and 
devices, including enabling industrial 
environments to use mobile technology 
such as robots for moving products and 
materials through the facility. When 
considering a move to wireless connectivity, 
beyond ensuring sufficient battery power 
for mobile devices, one must also evaluate 
client radios and infrastructure devices to 
ensure that they are able to provide high 

performance while also bringing insight into 
the device and user experience to IT 
operators so that they can ensure a great 
experience to meet service level 
expectations (SLE) for throughput, 
connection reliability and roaming.” 
 
The sheer volume of devices that need 
connections is enormous and growing. “To 
digitally transform their processes and 
systems, industries need to connect all 
sensors, machines and workers in the most 
flexible way available,” says Stephane 
Daeuble, the head of enterprise solutions 
marketing at Nokia. “Those sensors and 
machines are constantly moving, so cabling 
all these assets together is often too 
constraining. Fortunately, 3GPP 
technologies, such as 4.9G and 5G, are 
available in configurations perfectly suited 
to building private wireless networks that 
can support Industry 4.0. Private wireless 
brings together the best features of wireless 
and cable connectivity. By moving towards 
these solutions, industries can increase 
automation, ensure safety and security, be 
more flexible and sustainable, while achieving 
higher levels of quality and efficiency.” 
 
If flexibility is the ultimate prize, the decision 
to connect wirelessly can have benefits 
from the very start. “First and foremost, 
there’s a lower installation cost compared to 
the cost of establishing a wired network,” 
says John Pattinson, the product lead for 
IoT at Digital Catapult. “Not only that, but 
the installation process is faster, with much 
less disruption. In the longer term, unwired 
solutions mean more flexibility to move and 
reconfigure production cells, as they are not 
constrained by the location of the physical 
infrastructure. Finally, installing a wireless 
network also provides global coverage, 
rather than point locations – so more use 
cases can use the network. In summary, all 
these can mean a much better return on 
investment than for wired solutions.” 

▲

Industrial IoT cuts the 
wires for future flexibility

As industrial organisations move to unwired systems to enable them to utilise mobile 
machines, such as robots, but also to allow for manufacturing floors to be reconfigured and 
for greater flexibility in general, traditional wired environments are being replaced by 
wireless connectivity. However, the array of potential technologies is bewildering and often 
dependent on the use cases involved. Rushing to a wrong decision can have long-term 
negative consequences but focusing only on today’s needs means organisations don’t get 
the flexibility they need to succeed, writes George Malim

Stephane Daeuble 
Nokia

Knud Kegel 
EMnify



INDUSTRIAL IoT

16 IoT Now - Q3 2021

Being able to do more with the same wireless connectivity 
infrastructure is a critical part of the wireless value proposition 
and the perception of flexibility this offers is a key attraction 
for industrial organisations. “Wired connectivity has been the 
backbone of industrial automation and process control that 
requires extremely high reliability and millisecond latency,” 
says Knud Kegel, the vice president of product at EMnify. 
“However, with the rise of IoT sensors and applications on 
condition monitoring and predictive maintenance, wired 
solutions are too expensive and complicated. Hardwiring IoT 
sensors in factories and other industrial environments with 
complex infrastructure and running production lines is 
cumbersome and might even entail costly production 
downtime. Cabling costs also tend to run high. Unwired 
solutions using cellular connectivity are plug-and-play and can 
work out-of-the-box with minimal setup time and effort.” 
 
Build versus buy 
Buying hardware off-the-shelf rather than building it in-house 
is a means to simplify and accelerate deployments. “The 
expertise of a device manufacturer following proven methods 
of best practice significantly reduces hardware integration 
costs, not to mention manpower – not all organisations 
possess the manufacturing expertise required and would need 
to invest in researching, upskilling and hiring new talent to 
build devices in-house,” adds Kegel. “Another advantage of 
buying off-the-shelf is faster digitalisation and time-to-value 
since device design, development and certification can require 
over two years.” 
 
Pattinson agrees: “What we call plug-and-play IoT solutions 
require a lower level of skill to install and configure. This is 
pretty vital, given lack of IoT skills is currently one of the 
biggest barriers to adoption of this technology – and means 
companies will have the opportunity to utilise existing 
personnel, rather than outsource. There’s also a faster route to 
scale associated with off-the-shelf, industrial-grade devices; 
down the line, mature solutions can be more adaptable if 
there’s a change in scope, which makes them a much lower 
risk investment for organisations.” 
 
Nevertheless, this isn’t a one-size-fits-all market place and 
specific industries have highly individual needs that require 
technology providers to have sector understanding. “Industrial 
enterprises want solutions and partners with experience 
deploying in their own industry segments,” Daeuble explains. 
“Every deployment is unique, with various needs and business 
goals, so organisations must choose a partner with industry 
expertise. By doing so, industrial enterprises with limited 
experience in this space will be able to access higher quality 
solutions and stronger partner ecosystems across industries.”  
 
“Off-the-shelf solutions are reliable, as they are tried and 
tested within environments that are specific to an 
organisation’s industry or vertical,” Daeuble adds. “That’s why 
the main focus for connectivity providers over the last 30 
years has been to develop deep segment practice and service 
offerings that focus on asset-heavy industries. This 
development has led to fast progress within a range of 
sectors, from manufacturing and logistics, to airports, ports, 
mining and utilities, while enabling innovations that have 
improved public safety, defence, critical IoT and smart cities.” 
 
For Kegel, sometimes the benefits of off-the-shelf products 
are outweighed by the demands of industrial environments. 
“Many industrial environments have very specific requirements 

of sensor parameters and precision levels,” he says. “Often, 
off-the-shelf devices cannot cover the breadth of possible 
sensor types even for a specific parameter, such as 
temperature. They also vastly vary in terms of supported 
wireless technologies. When a manufacturer cannot find the 
right sensor and connectivity combination needed, self-
development is required.”  
 
He adds that, while there is no specific cut-off point above or 
below which self-development should or should not occur, in 
general, a deployment of less than 100 devices would not 
make development and certification viable. In contrast, a 
deployment of more than 100,000 devices would make sense 
of hiring an experienced systems integrator to customise the 
device. 
 
The devices themselves are only part of the equation. 
Industrial organisations also need to select the wireless 
networking technology that will best suit their needs and 
allow headroom for future changes. Daueble at Nokia is 
understandably a fan of cellular connectivity. “4.9G/LTE is 
similarly reliable, predictable and secure as ethernet, and it 
provides many advantages by being both wireless and 
mobile,” he says. “Compared to Wi-Fi, 4.9G/LTE and 5G 
provide much more predictable performance both in latency 
and data rate. They also have the highest multi-user capacity, 
allowing the simultaneous connection of hundreds of devices, 
machines, or workers per access point without performance 
degradation. 4.9G/LTE also supports full mobility with hand-
over, which is not the case with Wi-Fi, powering a more stable 

▲
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connectivity for workers and equipment in 
the vehicles themselves, or autonomous 
vehicle operations, such as drones, cranes, 
trucks and automated guided vehicles 
(AGVs).”  
 
He also suggests that cost is no longer a 
substantial difference. “The perception of Wi-
Fi being cheaper is a misnomer for 
deployments larger than 20,000sq.m – in 
these environments, private wireless is often 
more cost efficient,” Daeuble adds. “From a 
total cost of ownership (TCO) perspective, 
the extended coverage versus Wi-Fi, paired 
with the higher capacity in loaded conditions 
and reduced cost in radio planning, are key 
variables in favour of private 3GPP-based 
private wireless networks.” 
 
Even so, decisions are highly dependent on 
use cases and future plans, with each wireless 
technology having its own benefits and 
pitfalls. “Cellular is widely available – but it is 
suited to lower data flows, as large data flows 
can be expensive,” says Pattinson. “There are 
low power wide area network (LPWAN) 
options, such as Sigfox and LoraWAN, that 
can be used to reduce cost in low data flow, 
and frequency applications. When it comes to 
Bluetooth, devices have limited range. This 

means more base stations will be needed. 
However, Bluetooth has a lower power 
consumption – meaning batteries won’t need 
to be changed as often, lowering potential 
costs.”  
 
“Finally, Wi-Fi is low cost for high data flow 
and frequency applications, as well as being 
widely available in built environments,” he adds. 
“It’s also less prone to interference in 
industrial environments compared to 
Bluetooth, but coverage can be limited in 
these environments.” 
 
With increased digitalisation, intelligent 
machines, automation and mixed and 
augmented reality, industrial environments 
are reliant on connectivity to a greater extent 
than previously seen. The good news is that 
hardware developments are matched by 
networking options that allow flexible 
connectivity, with appropriate capacity at a 
cost that is viable. The challenge is not to find 
a set of technology that meets your 
business’s needs, there are many options to 
achieve that. The more difficult question is to 
find the optimum blend of performance, cost, 
power consumption and adaptability to 
position your business for whatever the 
future holds. 

“The perception of Wi-Fi 
being cheaper is a 
misnomer for 
deployments larger than 
20,000sq.m – in these 
environments, private 
wireless is often more 
cost efficient
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Working collectively, many leading suppliers 
and potential suppliers have taken the next 
step to provide improved interoperability to 
smart home products using the internet 
protocol (IP). Called Matter standard, the key 
to the success of these efforts is security. This 
whitepaper addresses the need for universal 
smart home standards with integral security, 
explains how Matter addresses both and 
identifies Infineon’s role in making both 
connectivity and security for smart homes a 
reality.  
 
True connectivity and the 
need for security 
While the idea of home automation using 
network technology has existed since the mid-
1970s and perhaps earlier, the modern smart 
home with interconnected products to improve 

the home owner’s quality of life required the 
internet and, specifically, the Internet of Things 
(IoT) to become a reality. However, today’s 
smart home is usually still complicated, not 
appropriately secure and, in many cases, 
incompatible.  
 
The user buys something, brings it home and 
finds that each device works differently. 
Sometimes the set-up is very complicated. 
Then, after it is set-up, the new device does not 
work with already installed smart home 
products, such as a smart phone, thermostat, 
security system and others. Sometimes 
incompatibility is due to lack of standards. 
However, for the smart home, the cause can 
also be too many standards, comprising the 
Connectivity Standards Alliance, Z-Wave, 
Thread, Wi-Fi, Bluetooth and more, that all try 

▲

The smart home continues to evolve in available functions and complexity 
as several different connectivity protocols from numerous suppliers target a 
variety of products for use in smart homes. However, many consumers – 
71% according to incontrol – acknowledge fear of their personal information 
being stolen while using smart home products. At the same time, ease of 
use for user-installed products has often been elusive

The Matter Standard – How to 
implement improved security and 
connectivity for the smart home
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to address smart home interconnectivity. Often, 
the standards do not enable devices on 
different networks to talk to each other. 
 
The current issues and lack of plug and play 
capability have made smart home progress 
slower than it could have been. Early adopters 
expressing concerns and discussing 
compatibility issues they discovered tended to 
be heard and delayed others’ adoption plans. In 
addition, all of the different branding initiatives 
make the current situation very confusing. 
 
Lack of system security is also among the 
issues in existing smart home systems. Any 
data stored in or transported by the network 
including private information and even bank 
accounts could be accessible to an intruder. 
Distributed denial of service (DDoS) and other 
types of attacks, including web cameras spying 
on the homeowner, are also major concerns.  
 
According to Kaspersky projections, in spite of 
the issues and concerns, by the end of 2021, 25 
billion IoT smart devices could be in use, 
including smart light bulbs, air quality monitors, 
doorbells, washing machines and refrigerators. 
This makes the need for network compatibility 
and addressing security issues more important 
than ever. 
 

Matter - the interoperable, secure 
connectivity standard for the future 
of the smart home 
To bring the many diverse networking factions 
together and solve interconnectivity as well as 
security issues, the Connectivity Standards 
Alliance (formerly Zigbee Alliance) created the 
Matter Working Group. The Working Group 
consists of experts from more than 200 major 
players, including Apple, Amazon, Google, 
Infineon, Johnson Controls, Schneider 
Electric, LG Electronics and others. These 
companies include those who make the 
ecosystems, devices and chips working 
together to create and open standards for 
smart homes. In addition to the usual list of 
definitions that occur in any standard, one of 
the first items that Matter addresses is the 
mapping of terminology so all developers use 
the same terms for critical network items. 
 
The goal of Matter is that if a user buys two 
Matter-certified devices, they will actually work 
together. By meeting this goal, consumers will 
have confidence in their purchases and 
manufacturers will not have to integrate 
required capabilities separately for each of the 
major and even minor players. The process is 
intended to enable innovation by letting 
innovators add new aspects on top of the 
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architecture as devices communicate in a 
standard manner. Since the need exists for 
security to be common to all of these devices, 
a common set of security mechanisms should 
be used everywhere. Matter strives to provide a 
great user experience while maintaining 
affordability and security. Here is an example. 
 
 
A typical Matter user experience 
In a typical Matter scenario, a user can bring a 
new product home (see Figure 1) and use a 
smartphone to scan the quick response (QR) 
code attached to the back of the product. This 
QR code, which is unique to that device, 
establishes the identity of the device and 
enables secure communication. Pressing a 
pairing button on the device tells it to start 
installation. With this prompt, the smartphone 
establishes a secured connection to the device 
using the cryptographic information included 
in its scanned QR code, verifies the device to 
determine that it really is Matter certified, 
determines what kind of device it is – in this 
case a coffeemaker – and then sends all the 
necessary information, such as Wi-Fi 
passwords and more, needed for the 
coffeemaker to join the network. This includes 
providing a new set of credentials for the 
coffeemaker so it can communicate securely 

with anything else in the smart home. The 
coffeemaker can now securely communicate 
with a smart speaker so the smart speaker can 
initiate a specific brewing process and be an 
accepted and well-secured member of the 
smart home. 
 
In summary, this is a simple six-step process: 
 
1. User brings a new device into smart home 
2. User scans QR device with commissioner  

(tablet, phone, smart speaker and others) 
3. User presses pairing button 
4. Device is verified and provisioned 
5. Device connects to secured home network 
6. Device operates smoothly in smart home 
 
  
Matter architecture: based on IP 
The Matter communication stack is based on 
the internet protocol (IP). Everything, except 
the pairing/commissioning process, runs over 
IP. Since IP works over many different types of 
networks, devices do not have to be concerned 
with how a message gets to a smart speaker or 
to anywhere else. The message is simply sent 
to an IP address and it reaches the intended 
destination. This enables interoperability even 
if, for example, a smart speaker does not 
understand Thread but a window sensor does 
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Figure 1. The desired connectivity process for smart home devices.
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and sends a message warning of a break-in. 
The message still gets through to all the 
intended recipients, even if it is a multicast 
message. A multicast message may go to other 
recipients in the home as well, which could take 
further action like sounding a siren alarm, 
turning on lights, or calling the police. 
 
Another benefit of IP communication is the 
ubiquity of the IP protocol. As shown in  
Figure 2, lower-layer protocols that can be 
used with IP include: digital subscriber line 
(DSL), data over cable service interface 
specification (DOCSIS), cellular, ethernet, Wi-Fi, 
Thread, IEEE 802.15.4, IPv6 for Bluetooth Low 
Energy (BLE) and BLE. New ones are defined 
often, continuously expanding communications 
options. 
  
 
Inside Matter 
Figure 3 shows the layered nature of the 
Matter protocol stack. 
 
The top (application) layer of the protocol 
stack is where all the information about a 
particular type of device resides. If it is a 
temperature sensor, this is where the 
temperature reading would be defined. This 
application layer contains different profiles for 
different types of devices, for example a 
window break sensor, thermostat, door lock, 

coffee maker and more. Commands such as 
turn on or turn off instructions occur in this 
layer.  
 
Next comes the data model structure. This is 
how application data is structured. It is 
basically the nouns, their definition. Then the 
interaction model layer defines the verbs, the 
actions taken by the data model layer items, 
such as change the light dimming level or 
subscribe to light dimming level so if anything 
changes it will be updated. The action framing 
layer describes the bits and bytes of how those 
actions are put on the network. The security 
level provides encryption, signing and 
authentication as well as confidentiality and 
protection for all the layers. Then the message 
gets framed and routed over the network 
across IP. Transport management makes sure 
that the sent message gets delivered. If it did 
not get through, it is re-sent until it is 
acknowledged.  
  
 
Matter implementation 
The Matter protocol stack and its open source 
reference implementation are designed to work 
with any type of application in the smart home. 
Instead of being limited to just lights or a smart 
TV, Matter can work with any application and 
run on almost any hardware or operating 
system. The open source Matter software 
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Figure 2. The application and network stack in the Matter specification and IPv6-based 
communication protocol.
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library is designed to be highly portable even 
working on the lowest level devices with 
minimal overhead. The stack and 
implementation are open to anyone royalty 
free and are based on the market tested 
technologies known to the contributors. Apple, 
Amazon, Google and many others have 
contributed their code and concepts and 
experience after more than ten years in the 
smart home market to make this approach 
work well for device makers and consumers. 
 
 
Certification 
The process of bringing a device into a smart 
home depends on an open certification 
programme. To reliably deliver on the promise 
of smart home interoperability, products will 
have to be certified through a testing regimen 
to use the Matter branding. Similar approaches 
have worked well in solving interoperability 
problems in other domains, such as HDTV. 
Creating reliable interoperability will enable 
smart homes to make the transition from early 
adopters who are willing and persistent in 
dealing with early issues, to middle and late 
adopters whose capabilities and persistence 
are much lower and who do not know the 
difference between a Connectivity Standards 
Alliance network and a Z-Wave network and do 
not want to find out. They just want to remove 
a product from a box, plug it in and have it 

work. But there are a few extra steps – behind 
the scenes – to really make this happen that 
will be discussed later in the how it works 
section. 
 
 
Matter security 
In a smart home, security is essential to prevent 
hackers from initiating denial of service (DoS) 
attacks like Mirai and others. Consumers are 
aware of the potential for these unauthorised 
access attacks and realise that smart home 
devices have had security problems. These 
concerns are a significant impediment to 
widespread consumer adoption. 
 
To address security concerns, Matter includes 
several protection features. The first step is 
knowing that a real device, from a qualified 
supplier and not a fake, is being connected to 
the network. Since consumers often use 
wireless networks in the smart home, 
protection from eavesdropping is required. 
Protection from manipulation of data over the 
air or on the device itself is another threat. 
Access control prevents unauthorised access to 
security cameras and other sensitive devices. 
Finally, firmware updates are essential to keep 
systems well-secured so these need to be 
securely installed while avoiding illegal updates 
with malware.  
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Figure 3. The layered architecture in Matter specification separates and encapsulates different 
responsibilities.
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Security measures in Matter to protect against 
these threats include: 
 
• Device attestation 
• Mutual authentication of all parties 
• Secured communication among devices  

using secured protocols 
• Secured storage, especially of private keys 
• Secured firmware updates 
• Device integrity to prevent and detect  

compromise 
 
 
Infineon security and 
connectivity for Matter
Infineon’s leadership in Matter is based on 
years of experience providing easy to 
implement and strong security measures for 
IoT security as a leading supplier of hardware 
needed to build secured IoT products. 
 
Hardware-based security is especially valuable 
for Matter. Instead of using passwords, Matter 
uses cryptographic keys for authorisation and 
device security. With this approach, a user does 
not have to remember and enter or periodically 
change a password. Instead, cryptographic 
keys stored in hardware security provide a 
more secure approach for keeping the key out 
of unauthorised hands. This is much better 
from a security standpoint. Since the key is a 

large random number, it is nearly impossible to 
determine what it is. 
 
Hardware security products include 
cryptographic functions and unique identity 
credentials that are provisioned into a highly 
protected trust anchor, using a secured and 
Common Criteria certified manufacturing 
facility. These hardware security chips make 
Matter work. They include programmable 
system on chip (PSOC) and Infineon OPTIGA 
family products that enable smaller, more 
power efficient and less expensive designs for 
use in very small IoT applications, yet still 
provide secured identity credential and 
cryptographic functions required for IoT 
networks including random number generators, 
encryption/decryption, signing and verification. 
These chips are suitable for use in controller, 
network or nodes for IoT devices. Each unit 
can come preloaded with key pair and 
certificate and additional key pairs can be 
loaded when the device is commissioned into 
the Matter network. 
 
Not only is Infineon a leader in every Matter 
security group, it is a thought leader across 
Matter initiating many innovative ideas and 
proposals to address security issues including 
contributed code to the open source 
implementation, text to the specifications and 
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Infineon’s leadership in Matter is based on years 
of experience providing easy to implement and 
strong security measures for IoT security



capabilities beyond security. These capabilities 
include communication ICs, IoT processors and 
memory products that add to the well-
established security capability and provide 
complete system solutions. 
 
Working with several software suppliers and 
partners, including open source and 
researchers, has added to the capabilities and 
ease of implementing numerous features 
Infineon offers. Working with Matter is one 
more example of these cooperative efforts, 
since Matter software runs on top of Infineon 
hardware. 
 
 
How Matter security 
works in a smart home 
In the manufacturing process, several items are 
added to the device that are special and 
unique to each one. For example, every device 
has its own public/private key and a device 
attestation certificate (DAC). This is installed 
into the device during manufacturing process 
as well as a certification declaration (CD) 
signed by Connectivity Standards Alliance 
certifying that devices of this model are 
certified with a specific firmware version and 
compliant with the Matter specification, a 
verifier, and a QR code unique to that device – 
either printed on the device or included with it. 

When the product arrives in the home – as 
stated before – the QR code is scanned to 
commission the device. A numeric version of 
the code is included with the QR code for 
those situations where the commissioner does 
not have a camera so the user can speak or 
type the QR code. Then the pairing button is 
pushed putting the device into the 
commissioning mode. With this process 
initiated by the user, several tasks are 
performed automatically. 
 
When a device is brought into a network and 
commissioning is triggered, the device starts 
beaconing, sending out messages over the 
Bluetooth network and potentially over Wi-Fi, 
as well acknowledging its presence, need to be 
added to the network and its ID information. 
The Commissioner listens in on these networks 
and looks for the device that it scanned and 
establishes a secure connection with the 
device. A set-up code or pass code, a unique 
long random number, assigned in the factory 
when the device was manufactured is included 
in the QR code that is only used when the 
product is commissioned. The verifier and 
setup code are used in a password-based key 
derivation function (PBKDF). 
  
In this manner, Matter uses fairly short secrets – 
about 27 bits – to create a long 256-bit secret 

Figure 4. Commissioning a typical Matter network.
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that will be used to secure the communications 
between the commissioner and the device or 
commissionee.  Now, using the long random 
number, the two of them can have a secured 
communications channel and the 
Commissioner can authenticate the device to 
make sure it is authentic for commissioning 
and Matter certified. This is performed by a 
handshake with the device, obtaining the 
certification declaration, the digitally signed 
token from Connectivity Standards Alliance, 
verifying the signature, obtaining a copy of the 
device attestation certificate from the device 
and verifying its link to Connectivity Standards 
Alliance. This provides confirmation that not 
only is this type of product linked to Matter but 
that this specific device is authentic and not a 
fake. The unique key pair has the Connectivity 
Standards Alliance as the trusted root. Now 
that the device is authenticated, the 
commissioner asks the device to make a new 
key pair and send a certification request from 
the new key pair. When this is done, the 
commissioner creates or obtains a new 
certificate for the new device and sends it with 
a node identifier back to the device.  
 
At this point, the device has an identity, its 
operational credential, that is used to 
authenticate with any other device on the 
home network. In fact, there are two public key 
infrastructure (PKI) identifiers, a device 
attestation PKI rooted in Connectivity 
Standards Alliance and then when the device 

comes into the home, a new operational 
certificate from a different PKI is now used on 
the network. Since the new name, certificate, 
and key pair comes from the operational PKI 
used in the home, everything else in the home 
will recognise this identity and trust it, too. 
 
So far, all of this activity has occurred over a 
commissioning network that can be Wi-Fi, 
Bluetooth or others but is not the user’s home 
network per se. Now it is time to bring the 
device into the smart home network. To 
connect to the smart home network, the 
necessary information must be sent to the 
device: the network name – Service Set 
Identifier (SSID) – and password for a Wi-Fi 
network or similar values for Thread. Similar to 
all the other steps that happen automatically 
after the commissioning button is pressed, this 
information is sent automatically from the 
commissioner to the device without requiring 
the user to do anything more. 
 
In addition to the activities already discussed, 
many more occur automatically behind the 
scenes. For example, an access control list 
(ACL) is installed on the device, controlling 
which nodes are allowed to communicate with 
the device and the operations they are allowed 
to perform. For example, for a lightbulb, the 
ACL might say “if any of these specified light 
switches sends a command (on, off or dim), it 
should be obeyed. But only one or two admin 
nodes can reconfigure the bulb. 
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The commissioner could also tell the light 
switch that a new lightbulb has been added to 
the room and it should now send commands to 
it in addition to how it previously worked. All of 
the steps for properly configuring a new device 
in an existing network are performed 
automatically by the commissioner. Once this is 
done, the light switch communicates with the 
lightbulb without further involvement from the 
commissioner. Other devices’ interaction with 
the new device are also defined and potentially 
linked together in groups, such as a security 
system, where a multicast message is sent to 
specific members of that group. 
 
There are additional security steps that Matter 
performs as well. For example, if the user 

decides to sell a device, like a security camera, 
it can be factory reset – decommissioned – so 
no access information or credentials for the 
network goes with it. Also, secure firmware 
upgrades are an additional Matter feature. 
 
 
Implementing smart home security
Tool development for Matter has been ongoing 
since mid-2020 with test events occurring as 
well. The official launch of the 1.0 specification 
will occur and formal certification will occur in 
2022. Even if some of these activities are 
delayed, as they often are with comprehensive 
standards, the time for developers to get 
involved is now.

Conclusion 
With the development of the Matter specification by Connectivity Standards Alliance and 
hundreds of key suppliers, the smart home is poised to provide unprecedented connectivity 
and security and overcome the concerns of yet-to-be-convinced buyers. With open source 
standards for connectivity and security and Infineon Technologies’ products to implement 
them, smart home products and other smart factory, city and other concepts can be easily 
and securely added to users’ networks to improve their lives. 

For more Matter information, go to: 
• https://buildwithmatter.com/  
• Implementation Source Code for Matter: 

https://github.com/project-chip/connectedhomeip  
• Infineon’s Matter activities: www.infineon.com/connectedhome
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SMART HOME SECURITY

The smart home security systems market covers 
smart alarms, smart cameras, smart locks, 
detectors, video door monitoring and other 
products. The global value of the market is 
expected to grow from US$2.49bn in 2020 to 
US$2.7bn in 2021, at a compound annual growth 
rate (CAGR) of 8.4%, says The Business Research 
Company. It added that the market was expected 
to reach US$5.05bn in 2025 at a CAGR of 16.9%. 
Front-end key players in the market include 
Honeywell, Siemens, Johnson Controls, Schneider 
Electric, Amazon, Apple, Google, Ring, ADT 
Security Services, Robert Bosch, Assa Abloy 
and ABB. 
 
The emergence of new privacy and security 
features, which include cloud storage for video 
cameras and encrypted networks, are expected to 
protect system data from hacking and data leaks. 
Recent security standards have been adopted by 
industry leaders and these standards are expected 
to drive the market further forward.  
 
Smart home security matters 
To solve interconnectivity issues, as well as security 
ones, the Connectivity Standards Alliance – 
formerly known as the Zigbee Alliance – created 
the Matter Working Group. The Working Group 
consists of experts from more than 170 major 

players, including the names mentioned earlier and 
companies such as LG Electronics and Infineon – 
covering ecosystems, devices and chips. 
 
The goal of Matter is that if a user buys two or 
more Matter-certified devices, they will easily work 
together – and securely. In a typical Matter 
scenario, a user can bring a new product home and 
use a smartphone to scan the quick response (QR) 
code attached to the back of the product. This QR 
code, which is unique to that device, establishes 
the identity of the device and enables secure 
communication.  
 
Pressing a pairing button on the device tells it to 
start installation. With this prompt, the smartphone 
establishes a secured connection to the device 
using the cryptographic information included in its 
scanned QR code, verifies the device to determine 
that it really is Matter-certified, determines what 
kind of device it is and then sends all the necessary 
information – Wi-Fi passwords and more – needed 
for the device to join the home network.  
 
This includes providing a new set of credentials for 
the device so that it can communicate securely 
with anything else in the smart home. The initiative 
comes after some well publicised hacks that have 
caused some concern around the safety of 
customers' home data. 

Smart home security 
sets a new standard
The smart home security market is a growing one with big tech players now joining 
some of the first specialist vendors in meeting user demand, Antony Savvas looks at 
the latest state of play

▲
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Paul Routledge, country manager for the UK and 
Ireland at D-Link, says of the threats: "It's easy to 
dismiss smart home and IoT attacks as improbable 
scenarios, but isn't that what we all tell ourselves 
until it happens to us? We all dream of a smart, 
connected lifestyle, one that makes life easier, and 
yet as experience has shown, smart home and IoT 
hackers are more sophisticated than ever, and more 
willing to probe your smart home devices for the 
smallest weaknesses." 
 
When looking to add and set up smart devices in 
homes there are some simple things users should 
think about to minimise the threats, explains 
Routledge. For example, when choosing cameras 
to monitor homes or baby monitors, users could 
choose pure cloud solutions. These provide end-to-
end encryption via the cloud that eliminates the 
risk of cameras being hacked and accessed directly 
from the internet.  
  
Such solutions can offer a complete smart home 
ecosystem to allow users to keep an eye on their 
property as well as being able to add other sensors 
and smart plugs to turn appliances on and off, 
whether they're in the house or away. 
 
Also, it is always worth updating passwords and 
firmware to continually renew the protection of 
devices and changing any default passwords. Older 
devices often come with a default password set by 
manufacturers and these are often the same. If not 
changed, it can make the device extremely 
susceptible to attacks. Getting familiar with 
security controls on routers and configuring them 
to regulate exposure to the internet is also an 
important consideration.  
 
For example, it may be deemed necessary to 
simply disable remote access on routers to stop the 
possibility of a hacker taking control of it. 
Adequate anti-virus and anti-malware protection 

on all the computers and laptops in the home is 
also essential, as these can be a route for hackers 
to reach smart home devices. 
 
Rewards for consumers 
Hiro is an InsureTech company that rewards 
customers with a fairer price on their insurance 
when deploying smart tech to proactively protect 
their homes. It works with many large smart home 
suppliers, and integrates with the likes of Amazon, 
Philips and Google smart home products. Hiro co-
founder and CEO Krystian Zajac says of the 
advantages in using such devices: "Smart tech is 
vital to home protection – over the years we have 
seen criminals get more and more cunning with 
their methods, using new equipment and even 
social-engineering techniques to gain access to our 
homes. Fortunately, smart tech can help even the 
odds by proactively protecting stuff that matters to 
us most." 
 
"There are plenty of things you can do with smart 
devices when it comes to protecting your home,” 
adds Zajac. “Some are very simple, like visual 
deterrents, such as a video doorbell. Others are a 
bit more sophisticated, but still easy to deploy, like 
‘mockupancy mode’ – when you use technology to 
pretend you're at home when you're not.”  
 
"You can do this with smart lighting like Philips Hue 
– configuring the lights to come on automatically,” 
he says. “Or with your Ring doorbell and Amazon 
Echo, when motion is detected by Ring in front of 
your home, the speaker plays an audio file of 
something that should deter a burglar, like a large-
breed of dog barking or people talking." 
 
The smart home security market has previously 
faced interconnectivity problems with devices, as 
well as the growing security threat, but with strong 
partnerships forming to mitigate both, the industry 
is improving matters. 

Krystian Zajac 
co-founder and CEO 
Hiro

When looking to add and set up smart devices 
in homes there are some simple things users 
should think about to minimise the threats

"There are plenty 
of things you can 
do with smart 
devices when it 
comes to 
protecting your 
home” 

Paul Routledge 
Country Manager 
D-Link UK&I



30 IoT Now - Q3 2021

SMART METERS

To stay ahead of the market and specification 
changes, Iskraemeco envisioned a truly 
interoperable smart grid ready future, with its next-
generation, eSIM-enabled smart meters, which 
feature innovations from Kigen alongside partners; 
Sierra Wireless, Telemach Slovenia, and Workz. 
 
A global shift to a more resilient, reliable smart grid 
is dependent on ensuring utility companies avoid 
lock-ins, reduce fragmentation, and build stronger 
customer relationships with end-users, which is why 
Iskraemeco launched a truly interoperable smart-
grid ready smart meter. Before engaging with 
Kigen’s embedded SIM (eSIM) ecosystem, 
Iskraemeco saw that fast-changing legislation 
would become a hurdle for energy companies 
looking to scale. It also foresaw new possibilities in 
how data can generate revenue streams for utility 
providers, positioning them as broader service 
providers. 
 
Its innovation team architected modular 
subsystems into the company’s fourth-generation 
smart meter. These latest IDIS Companion 

Specification-compliant meters introduced more 
diagnostics, enhanced security, updated meter 
reading functionality, and extended functionality for 
end-user engagement. In addition, this next-
generation smart meter relied on the industry’s 
leading hardware, boasting a universal 
communication interface that facilitates the 
effortless exchange of various communication 
modules, explicitly addressing the growing demand 
for M2M network connectivity.  
 
That’s why Iskraemeco transitioned to an eSIM with 
Kigen OS software, manufactured and supplied by 
Workz. Each eSIM comes personalized with a global 
bootstrap, enabling both factory over-the-air meter 
testing and out-of-the-box global connectivity from 
Kigen’s ecosystem of partners. If a local network is 
preferred, the Kigen remote SIM provisioning (RSP) 
service can provide a local operator profile with no 
need for physical access to the device. 
Interoperability across MNO profiles as well as 
modular subsystems remove hurdles for utilities 
when integrating mobile technology for large-scale, 
cost-sensitive smart meter deployments. 

Supercharge smart meters 
with eSIM technology
Global smart metering solutions provider Iskraemeco enables energy companies to effortlessly 
deliver customer insights and functionality, thanks to their secure and trusted built-for-Internet of 
Things (IoT) global smart meter solutions. The key to its success has been anticipating how utility 
companies want to unlock the potential of data insights and intelligence

▲
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Improved grid intelligence 
Iskraemeco aggregates data flowing from its 
smart meters. Small and medium utilities 
typically adopt Iskraemeco meter 
management software, while larger utilities 
usually have their own software, integrating 
with the Iskraemeco data stream. Always-on 
connectivity and secure cloud infrastructure 
open new possibilities, with uninterrupted data 
enabling better insights and cloud processing 
– automated decision-making relating to the 
grid’s reliability and efficiency. Providing utility 
companies more visibility, more control, and 
more opportunities for innovation. 
 
Unlock new opportunities 
As the number and variety of smart grid-
connected assets expand, so does the data 
volume. Fog and edge processing can help 
manage and extract more value from the data 
in the age of growing grid management 
complexity. Gregor Rodič, Innovation Manager 
for connectivity at Iskraemeco, leads the 
company’s efforts to stay ahead of all these 
changes. “Meters will have more edge 
computing capability in the future,” says Rodič. 
“Smart meters will process the data where the 
data is collected – at the edge, pick the 
insights needing cloud processing and 
empower local corrective action, enabling 
more grid flexibility.” 
 
By using smart metering and other 
technologies, utility providers can start 
providing value-added services, including 
dynamic pricing, real-time billing, and real-time 
access to connected devices for remote 

monitoring, analysis, and usage control. New 
services open new revenue streams for utility 
providers, positioning them as broader service 
providers. In addition, smart meters can 
become hubs for interoperating with all sorts 
of IoT devices and sensors at customer 
locations. 
 
Flexible remote SIM 
provisioning from Kigen 
As Iskraemeco began trials of its next 
generation eSIM enabled meters with multiple 
utility companies, it turned to Kigen’s Remote 
SIM Provisioning solution, which offers 
coverage by a range of MNOs. The Kigen 
support team helped prepare operational 
profiles for Telemach Slovenia and proof-of-
concept deployments into the Telemach 
territory using RSP, which were a success. 
 
Iskraemeco found that having a choice of 
MNOs in regional deployments prevents lock-
in for their utility customers and alleviates 
concerns over varying signal quality between 
MNOs in some areas. 
 
Integrating its meter management software 
with the Kigen RSP server’s API also offers the 
opportunity to create a unified workflow for 
companies, which is a big step towards easier 
adoption. In addition, moving that software 
onto a cloud infrastructure improves scalability. 
With this, Iskraemeco can help utility 
companies offer greater value by serving the 
increasing demand for real-time analytics 
needed for advanced asset optimization and 
delivering smart grid resilience.   

Innovation across the eSIM ecosystem 
Kigen sees developing the eSIM ecosystem as a top priority. In this proof-of-concept, several 
Kigen innovations have been key: 
• Kigen Professional services team and tools supported Iskraemeco’s product delivery. 
• Workz eSIM cards run Kigen OS SIM software. 
• Iskraemeco uses the Kigen M2M RSP solution. 
 
eSIM technology is ready for smart metering and many other IoT use cases. Utilities and other 
enterprises can take advantage of this technology and the broad cellular IoT coverage to 
reduce the total cost of ownership of managing IoT, get better insights, and – ultimately - gain 
the competitive edge. This clear market opportunity presents an attractive opportunity for 
OEMs to capitalise on while simplifying the way they manage smart device supply chain. 
 
For more insight into how eSIM can help you, visit kigen.com 

Kigen brings ecosystem 
solutions to ease ready-
to-connect hardware 
expertise across a 
growing ecosystem 
combined with secure 
SIM, eSIM ,and 
integrated eUICC (iSIM) 
OS and a flexible 
approach to RSP to 
help global leaders get 
ahead and stay ahead 
with secure devices and 
secure services. For 
more information, 
please visit kigen.com

Reduce the total cost of ownership, receive more valuable 
insights and gain the competitive edge.
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It's predicted that by 2025, there will be two 
billion shipped eSIM-enabled devices, according to 
Counterpoint Research. In 2018, 364 million eSIMs 
were shipped, according to the firm, so the 
trajectory of the market is clear. 
 
Avneesh Prakash, the vice president for mobility 
at Tata Communications, says: "Enterprises are 
increasingly relying on mobile devices to operate 
and access data in the cloud. This, along with the 
rise in the number of M2M connections globally, is 
creating an immense opportunity for the eSIM 
market. Hence, driving further innovation in eSIM 
technology will be crucial in securing a successful 
future for businesses across automotive, 
manufacturing, aviation, supply chain as well as 
other industries." 
 
Tata Communications' MOVE offering embeds 
connectivity at the chip level – not only enhancing 
security of the IoT devices but also lifting the 
traditional barriers of massive deployment and 
scalability. "Our work of embedding connectivity 
at the microelectronics level is very fundamental 
to easing not just scalability but achieving zero 

trust security implementation in IoT 
deployments," adds Prakash. 
  
IoT deployments 
Luc Vidal, head of IoT and MVNE solutions at 
connectivity provider BICS, says of the growth: 
"Demand for eSIMs is growing with increasing 
global IoT deployments. We work with a large 
number of original equipment manufacturer 
(OEM) customers from both the consumer IoT 
world and the industrial IoT world, and eSIM 
technology is being more frequently requested by 
our OEM customers. They can integrate one single 
SIM at the point of manufacture, allowing their 
hardware to natively find connectivity wherever it 
is deployed." 
 
"Value is added by eSIMs offering the flexibility to 
replace global connectivity providers with local 
ones, enabling the best local network partner to 
support IoT use cases, while optimising costs," he 
adds. 
 
Hamish White, the founder and CEO of mobile 
software company Mobilise, says of the drivers to 

eSIM market not 
only growing 
but changing 

shape
The embedded SIM (eSIM) 

market has grown 
significantly in the last few 

years, Antony Savvas 
looks at key recent 
developments and 

charts where it 
is going
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the market: "We saw the penetration rate of 
eSIM-compatible devices increase by more than 
30% over the last year. The expansion of the 
global 5G network will boost the eSIM market 
further. The convergence of 5G and eSIMs gives 
customers complete flexibility to operate their 
mobile devices from anywhere in the world, 
without compromising on service quality or 
incurring large costs." 
 
White adds: "eSIMs can help telecoms operators 
meet changing customer expectations. The 
combination of the growing tech-savvy customer 
base and COVID-19 has resulted in greater 
demand for a fully digital experience, for which 
eSIMs are the final piece of the puzzle." 
 
Consumer over business 
Mike van Bunnens, managing director of telecoms 
service provider Comms365, says of the 
opportunities, or otherwise in some cases: "Whilst 
there is no doubt that eSIM technology is finding 
its feet in the consumer world – iPhones, iPads 
and iWatches all have eSIMs built in at source – in 
the B2B and IoT world the adoption is much 
slower." 
  
The production of eSIM-enabled devices has 
been slow in the non-consumer space but as 
more device manufacturers are asked to add 
eSIM options to their roadmap, we will see an 
increase in the business market. Whilst eSIMs can 
be seen as a flexible way to manage contracts 
and services there are challenges in the IoT space 
that are yet to be resolved.  
 
Many IoT devices require fixed IP addresses in 
order to talk to their central offices, or for remote 
management, van Bunnens says: "An IP address 
is owned by the operator and not the SIM. This 
means if the end user swaps provider at the end 
of the contract, their IP address will change and 
this isn't practical for IoT deployments." 
 
eSIMs to iSIMs 
In a further development in the eSIM market we 
are also seeing the first appearance of integrated 

(iSIMs), which streamline eSIM functionality by 
porting it into a system-on-a-chip (SOC) 
architecture – meaning the SIM does not need 
dedicated hardware. The iSIM solution moves the 
SIM from a separate chip into a dedicated silicon 
area which sits alongside the application 
processor and/or cellular radio. Also, an iSIM can 
offer the same level of logical protection for 
network credentials as a certified eSIM, but as it 
can't be physically accessed it can help to reduce 
the risk of theft and tampering.  
 
The iSIM option is particularly relevant in the IoT 
space where you often have small sensors that 
need to conserve as much space as possible to 
deliver all the operational functions that are 
needed, including security and remote 
provisioning, as well as regular data exchange. By 
incorporating the SIM operating system into the 
cellular module hardware, an iSIM still enables 
users to get the connectivity reach they require, 
while also helping to reduce power consumption, 
which is a big bonus when it comes to operating 
large numbers of sensors in the field.  
 
Kigen, a subsidiary of chip maker Arm, has 
carved out a niche in the provision of eSIMs and 
is now pushing iSIM with a number of industry 
partners. The company says: "Our iSIM solution, 
which makes the SIM an integral part of the 
processor in chip fabrication, is kinder to the 
planet – offering 70% lower power consumption 
than a traditional physical SIM. This opens up new 
ways to deliver power-efficient data processing 
for 5G and global LPWAN networks, and more 
room to add advanced compute such as artificial 
intelligence (AI)." 
 
Alex Sinclair, GSMA chief technology officer, says 
of the development: "5G will drive a massive 
expansion in the number of things connected, 
heralding a new generation of billions of Internet 
of Things devices. We have worked with Kigen to 
develop standards for eSIM and iSIM security 
capabilities. These standards will ensure 'root of 
trust' end-to-end IoT reliability, in the same way 
that we have come to expect from the SIM for 
over 25 years." 

Mike van Bunnens 
Comms365

Hamish White 
Mobilise

eSIMs can help 
telecoms 
operators meet 
changing 
customer 
expectations
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By 2030, it is estimated there will be more than 30 
billion IoT devices worldwide, up from the 13 billion 
expected for 2021 . Many companies are keen to 
make the most of this huge opportunity, but how 
can they design and develop IoT devices quickly 
and effectively, making best use of their existing 
resources while ensuring they get their product to 
market rapidly? 
 
One of the major challenges is the antenna. These 
need to meet the performance expectations of 
carriers, avoid excessive power demands on the 
battery and often account for many different 
connectivity protocols and widely differing 
frequency bands. With the need to meet all these 
demands, antenna design is a specialised skill that 
not all electronic engineers possess.  
 
Tiny antenna chip cuts time to market 
These challenges have been met by Ignion’s Virtual 
Antenna technology. Tailored for the IoT market, at 
its heart is Ignion’s antenna booster chip. The size 
of a small gem, it measures just 5mm on all sides.  
The chip works in tandem with the IoT device’s 
ground plane, the copper layer on the printed 
circuit board (PCB) comprising the electronic 
components. Ignion harnesses this board to radiate 
the signal – combined with the antenna booster 
chip, the technique can achieve the same high 
radiation performance of conventional and 
customised antennas.  
 
These technical strides offer great advantages; 
because the antenna booster is so small and yet can 
support multiple frequency bands from 600MHz 
through to 10GHz, it does not need to be customised 
for different form factors and designs. It can also 
support every communications standard – 2G, 3G, 
4G, 5G Wi-Fi, Bluetooth, LTE, UWB and even GNSS 
and many others. All this means that many different 
IoT projects can use the same standard chip with 
customised performance, making procurement 
easier and boosting economies of scale.  

Accommodating different frequency bands in 
different geographical regions is also a thing of the 
past. The same chip, modified slightly to match 
networks with different regional requirements, can 
give the same device a global reach.  
 
Production is also made simpler, with neither 
special tooling nor bespoke and expensive antenna 
moulds needed. The antenna booster is packaged 
as a standard, off-the-shelf component, which 
means the conventional SMT placement systems 
can be used. Robots can be used to place and 
solder all the components on the device’s printed 
circuit board, including the Ignion antenna booster. 
With no need for manual intervention, the risk of 
human error is removed.  
 
The result is faster growth for IoT developers and a 
greatly reduced time-to-revenue for new IoT 
devices. 
 
No risk design 
Previous methods of developing antennas required 
engineers to investigate often experimental and 
unproven designs. With Virtual Antenna, this need 
has been eliminated, allowing faster and more 
predictable design cycles.  
 
Now, electronics engineers, who may have little or 
no experience in antenna integration, can follow 
three easy steps to fine-tune radiation performance 
for different networks and frequency bands.  
 
The first step is picking the best location for the 
antenna booster on the IoT device’s circuit board. 
Selecting and placing the antenna component on 
the PCB, before any other element, ensures a rapid 
design process. Engineers are not left alone on this 
however, with Ignion providing advice free of charge. 
 
The next step is to select the frequency bands of 
antenna operation. As antenna boosters are 
frequency neutral and therefore non-resonant, this 

Virtual Antenna 
changes the game 
for IoT connectivity
The world of the Internet of Things (IoT) is expanding exponentially. From crop and 
irrigation sensors to 4D radar imaging sensors that help protect vulnerable people 
in their own homes, IoT devices are affecting and benefitting all aspects of our lives, 
writes Dr. Carles Puente, the co-founder and vice president of innovation at Ignion
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is achieved by adjusting the passive 
electronic components to create a 
matching electronic circuit, or matching 
network, ensuring the circuit conforms to 
the energy efficiency needs, performance 
requirements and certification needs of 
various networks. Again, Ignion provides 
all the necessary guidance to make the 
process simple and easy to follow. 
 
The third and last step is putting the IoT 
device through a network analyser to 
make sure it ticks all the right performance 
boxes. This stage might reveal some 
further tweaks needed to the matching 
circuit, but an electronics engineer will not 
find these overly challenging. 

Following these three stages means that 
RF and antenna engineering for IoT 
devices is no longer a complex mystery – 
regular electronics engineers can embed 
an antenna without needing to be antenna 
experts. 
 
Ignion’s innovation and support doesn’t 
end there. There is also the wireless Fast 
Track online tool, a service that places the 
antenna booster on the PCB virtually. 
Ignion then designs the first matching 
electronic circuit for the required 
frequency bands. This allows the radiation 
performance of the device to be predicted 
from the very beginning. 
 

Carles Puente 
Ignion

Miguel Rodrigues 
Deutsche Telekom
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Virtual Antenna offers real benefits 
Virtual Antenna is producing benefits for several 
companies in the IoT sector, among them is Landis+Gyr. 
The company is currently developing a high-end 
communications device, and since it connects to a mesh 
network via a USB port on a laptop, the design must be 
compact.  
 
The device was planned to launch in several regions, each 
of which has different operating bands available. 
Landis+Gyr initially thought about using external 
antennas, but instead opted for Ignion’s TRIO mXTEND 
triband antenna component.  
 
Justin Matthews, a wireless communications device 
architect at Landis+Gyr, says: “Having multiple bands that 
need to meet performance requirements independently of 
each other is a tricky job if your core focus is on single-
band antenna design.”  
 
Using the single Ignion booster to cover all the bands 
across different regions made inventory management 
much easier. Even more importantly, the much less 
complex design and quicker validation meant the 
company could launch the product sooner. 
 
Another company benefiting from Virtual Antenna is 
ZillionSource, an asset tracking and supply chain 
management company based in China. The company 
provides an enterprise-grade IoT software platform, 
including hardware devices, and specialises in cargo and 
container tracking.  
 
Working in partnership, ZillionSource and Ignion 
developed a prototype GPS tracker product. Covering 
both LTE and GSM frequency bands, the product is also 
built around Ignion’s TRIO mXTEND chip antenna 
component. The key considerations in choosing Ignion 
were the high performance of the component and its 
professional design. 
 
Furthermore, the antenna at the edge device is a critical 
element of the IoT system which was a feature readily 
detected by network carrier Deutsche Telekom, who 
included Ignion’s antenna portfolio into their IoT Solution 
Optimizer tool in 2020. As highlighted by Miguel 
Rodriguez, senior manager for IoT Device Verification & 
Engineering at Deutsche Telekom, adding the antenna in 
the IoT Solution Optimizer has been an eye-opener for 
many that did not previously recognise the impact of the 
antenna integration on the overall system performance.  
With so much to play for in the world of IoT, Virtual 
Antenna changes the rules of the game.  

www.ignion.io

The Ignion Virtual Antenna booster chip

Using the single Ignion booster to 
cover all the bands across 

different regions made inventory 
management much easier
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Solving the challenges of modern agriculture will 
set farmers, agtech designers and others involved 
in the technology up for explosive growth this year 
and beyond. I’m excited about the future of smart 
agriculture, and the benefits it will have on the 
entire farming community.  
 
Our new three-part video series 
(www.digikey.com/en/resources/farm-different) on 
smart agriculture focuses on this farming approach. 
Farmers can integrate smart agriculture into their 
practices in many different ways, including through 
the use of drones and turning farmers into licensed 
pilots, and through new ways of farming including 
ocean farming, precision mapping systems and 
artificial intelligence. All of the unique solutions 
highlighted in the video series share how the next 
generation of farming will be defined. And as this 

happens, Digi-Key is ready to equip farmers with 
everything they need, including sensors, cellular 
technology and more. 
 
Geographic equity  
One of our key concerns is feeding the world’s 
population – that’s nine billion people and counting 
that we need to feed with a fixed amount of arable 
land. In order for us to succeed, we’ve got to a 
point where we need to scale our operations for 
efficiency.  
 
Longer range technologies are needed for these 
big farms – cellular is the obvious choice, and the 
two communications options in agtech are LoRa 
(long range) technology and a lower version of 
cellular technology called CAT-M and narrowband 
IoT (NB-IoT). Most IoT features in a smart 

How smart agriculture is 
evolving the farming industry

The internet of things (IoT) is almost ubiquitous now, it’s everywhere. And agriculture is truly one of 
the areas where it can have the biggest impact. Smart farming in the agriculture industry is an 
emerging concept that has the opportunity to revolutionise farming for the digital era. The driving 
force of smart farming is IoT which connects the agriculture process from start to finish to be more 
data-driven, data-enabled and efficient, while also optimising the human labor involved, writes Robbie 
Paul, the director of IoT business solutions at Digi-Key Electronics
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challenges of 
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agriculture will 
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agtech designers 
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technology up for 
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this year and 
beyond
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SMART AGRICULTURE

agriculture setup like moisture sensors 
don’t need to transmit voice and sound, 
they just send a bit of data here and there 
over long-range technology. These 
communications options are just coming 
to the mass-market forefront. 
 
The Digi-Key position 
While Digi-Key is not backing a specific 
supplier, we’re actively supporting the 
market and the innovators in this realm. 
We’re working to support the creation of 
products and services that help feed the 
world. And we believe the innovators in 
the regions where this work is happening 
know the requirements of their specific 
regions best. We need the local innovators 
to specify their own requirements and get 
everyone collaborating to support global 
innovation. 
 
It’s really about understanding the future 
farm, not just the traditional farm. If we 
can focus on what the farms of tomorrow 
could look like, each community around 
the globe could have their own 
sustainable farm, no matter their location, 
climate, or other barriers. 
 
The future farmstead vision 
So, what does the farmstead of the future 
look like? It’s the industry least penetrated 
by digital technology and agriculture is a 
complex moving system that technology 
needs to fit into, not the other way 
around. 
 
We believe the future farm uses resources 
as efficiently as possible. Precision farming 
allows the industry to reduce the number 
of herbicides and pesticides in the 
environment and minimise water 
contamination. So many ecosystems 
benefit from precision farming. Other 
benefits and innovations include the 

visualisation of data, autonomous systems, 
and overall farm infrastructure. 
 
Our supplier partners provide the 
hardware, but what we’re seeing is there 
are other entities like systems integrators 
and solution providers that bring together 
the hardware, software and services 
pieces specific to the farmer. One of our 
goals with agriculture is to work with 
everyone from systems integrators to the 
end customer, and the farmers and 
growers who work tirelessly to feed the 
world. 
 
The intersection of new technologies and 
modern farmers creates the need for new 
innovations. To farm better, we must farm 
different.   
 
A new wave of innovation 
10% of farmers in North America are 
already using soil sensors in as many as 
five million acres of land with promising 
results. Precision farming is expected to 
reach a 32% market share by 2025 due to 
the rising need for agriculture 
technologies. New innovations in both 
equipment and education will fuel this 
growth. Farming technologies that 
increase efficiency and crop yield are just 
one example of how technology is 
redefining what it means to grow and 
harvest food in today’s connected world. 
 
New approaches to agriculture and 
farming technologies are required to 
address the ever-changing nature of our 
modern world. Innovators combined with 
willing professionals across the industry 
will chart a new path forward to grow, 
harvest, and feed the people of this 
planet. The future of farming begins when 
we farm differently and make new 
technology accessible to all. 

Digi-Key Electronics is one of the 
world’s largest, full-service distributors 
of electronics components, offering 
more than 11.5 million products with 
over 2.6 million in stock and available 
for immediate shipment, from more 
than 1,500 quality, name-brand 
manufacturers. www.digikey.com 

Robbie Paul 
Digi-Key Electronics
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Security and the evolution 
of the smart city

By 2050, 70% of the world’s population will live in smart cities. For them to flourish we need to 
make sure there is visibility, control, and security of IoT devices – but what does that mean, asks 
David Maidment, the senior director of the Secure Devices Ecosystem at Arm

The IoT ecosystem is gathering pace and 
expanding at a rapid rate, delivering incredible 
opportunities for digital transformation not only 
in how we work but also in how we live our lives.  
 
According to a United Nations report, by 2050 
two out of every three people on the planet are 
most likely to be living in urban areas. This 
equates to 2.5 billion people living in smart 
cities, making the most of the opportunities 
urban living offers, whether in the form of smart 
offices, enhanced shopping experiences, down 
to smart metering of gas and electric utilities, 
systems for sewage and manhole monitoring, to 
the cameras, streetlights and traffic lights above 
ground. Everywhere you look there is the 
potential for IoT to make an impact.   
 
But beyond the obvious hardware, what 
constitutes a smart city? According to the 
McKinsey Global Institute (MGI), the 
development of a smart city comes in three 
defined layers. The first comprises the roll-out of 
the technology, such as devices and sensors, 
which help gather data. After all, the 
fundamental building block of any modern 
technology is data, and it is the insights such 
information can offer that drive digital 
transformation.  
 
IoT devices are generating unprecedented 
volumes of data and the potential applications 
remain largely untapped. Therefore, the second 
layer centres around the applications that 
process and analyse that data and start to break 
it down into alerts, insights and actions.  
 
The third and final layer is the mass adoption of 
technology and the actioning of the insights 
derived from the gathered data. This needs 
governments, businesses and even the public to 
embrace digital transformation and drive 
change.  
 
The breadth of IoT applications is set to impact 
everything from driving your car to having 
groceries delivered to fundamental services like 
water and electricity, so getting security right is 
critically important to all of us. This is especially 
true for smart cities and connected buildings as 

they are home to many high-value assets, that if 
compromised could cause significant disruption 
and service outages.  
 
To allow smart city services to scale, and to 
ensure the benefits and efficiencies from digital 
transformation don’t leave governments, 
businesses, and the public at risk, we need to 
build trust in the Internet of Things (IoT). 
 
Secure every IoT device 
Before we can get to the mass adoption of IoT 
technology, the industry is facing challenges 
that we must first overcome. To get a better 
understanding of those issues, we created the 
PSA Certified 2021 Security Report, which 
brought together the combined knowledge of 
IoT industry decision makers from around the 
world, sharing their insights on the challenges, 
as well as what they believe are the possible 
future opportunities and next steps for the IoT 
ecosystem.  
 
For example, differing standards were seen as a 
top challenge by 48% of respondents, while 42% 
felt a lack of understanding or security expertise 
within their own businesses was a challenge yet 
to be tackled.  
 
Then there is the inherent cost of security. The 
report found that 54% of those surveyed saw it 
as a genuine issue, with lack of buy-in and 
uncertainty around a return on their investment 
seen as the main barriers.  
 
These statistics paint a picture of an industry 
that is fully aware digital transformation is 
necessary but is also cautious of the many 
potential pitfalls that lie ahead.  
 
However, there is also a sense of optimism about 
the future, as 84% of tech decision makers 
showed interest in the development of an 
industry-led set of guidelines and processes to 
help build IoT security into devices. 
 
Build our connected spaces better  
For many, the biggest challenge right now is 
around fragmentation and the sheer number of 
different types of devices that make up IoT. 

SMART CITY SECURITY
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These can range from the high value, such as large industrial 
machines, down to low-cost sensors deployed at scale in 
connected spaces.  
 
One building or factory, let alone a whole city, can contain 
hundreds if not thousands of IoT devices. The problem is not all 
have security built-in, whether this is due to lack of security 
expertise within the manufacturing company, a desire to rush to 
market without due diligence, or a repurposed device that had 
never been built with the intention to be connected to the cloud, 
reasons are varied but all constitute flaws in planning. As a result, 
it only takes one flaw in a device or system to open it up to 
exploitation, putting an organisation, its people and customers at 
personal, financial and reputational risk.  
 
One of the first areas of a building to be connected and made 
smart is often lighting. There are many reasons why this may be 
useful, from minimising unnecessary light and energy usage to the 
convenience of being able to control them remotely.  
 
However, an insecure lightbulb can have repercussions, as Jan 
Münther, thehead of Digital Product Security at PSA 
Certified partner ams OSRAM, explained: “When you 
look at our industry, there are applications that have 
heightened security requirements. We have lights in 
the medical sector, for instance, and in civil 
infrastructure. We have lighting on airport 
runways and in the horticulture industry, or 
urban digital farming as it’s known. If we 
have our devices compromised in those 
settings, they can create very palpable 
damage. People might get hurt or 
companies could lose millions of dollars in 
income. That’s why we have to take security 
into consideration early in the device 
lifecycle.” 
 
If we are to build connected spaces 
that governments, businesses 
and people rely on to share 
data and deliver insights, 
the data needs to be 
trusted, which 
means keeping it 
secure. But as we 
know, trusted 
data can only 
come from a 
trusted device. To 
this end, it is vital 
that IoT devices 

One of the first areas of a building to be 
connected and made smart is often lighting

David Maidment 
Arm

▲



destined to be deployed into smart cities, or for 
building automation, are built with security in 
mind from the design stage. This process applies 
to every device in the network, regardless of how 
small or low-cost.  
 
Regulation of IoT  
Another intrinsic issue facing the IoT industry is 
around regulation, as security for smart cities 
and building automation is currently being 
further complicated by industries and authorities 
setting out their own sector-specific standards 
and requirements.  
 
In the PSA Certified 2021 Security Report we 
found that 48% of respondents considered 
fragmentation of standards and regulations to be 
the biggest challenge with regards to IoT 
security, while 31% felt that regulations were an 
increasingly pressing issue.  
 
This can be seen in how governments are looking 
to introduce regulations that provide consumers 
with greater privacy and safety, which can be 
undermined by potential vulnerabilities in 
individual IoT devices, as well as looking to 
protect the wider economy as it faces increasing 
threats from large-scale cyber-attacks launched 
from the wider array of insecure IoT devices.  
 
As regulations and standards become more 
formalised in the IoT space, original equipment 
manufacturers (OEMs) will need to meet the 
upcoming legislation.  
 
What does best practice security 
look like for the smart city?  
If smart cities, and the automation of our 
buildings, are to be a success, there are steps we 
need to take as an industry to address the 
barriers and make sure they are overcome. This is 
especially true when you look at the IoT supply 
chain, which is incredibly complex and, in places, 

insecure. This makes it difficult for insurers to 
back new technologies, yet insurance is pivotal 
as it offers a low-risk way to experiment. Peter 
Armstrong, a cyber-insurance expert at Munich 
RE believes that for the IoT to succeed: “It's 
important for the technology environment to 
lead and continue to embrace the requirement 
for compliance in this evolving environment.” 
 
Elsewhere, we need to make sure that all 
operations within a device take place on 
components that have a critical baseline of 
security factored into them. In other words, we 
need security that is embedded into every layer 
of a device, starting with the silicon and system 
software, and leading right up and into the 
product itself.  
 
However, implementing security at every stage of 
the device can be particularly challenging for 
device manufacturers, as they often do not have 
the resources or security understanding to 
implement best practice security.  
 
One solution lies in a root of trust (RoT) being 
built into the silicon, thereby providing a set of 
implicitly trusted functions that the rest of the 
system can use to ensure security. 
 
Working with the ecosystem and building on the 
expertise of silicon vendors and software 
providers simplifies the security journey for 
OEMs, allowing them to make use of security 
implementations from the value chain.  
 
Equally, we need to see manufacturers 
developing devices that work collectively on 
different platforms. By moving away from a 
siloed approach to hardware security we can 
rapidly scale the deployment of devices, 
confident that we’re adding genuine value to the 
chain. Similarly, we need to see less fragmentation 
within the software security, allowing engineers 
to focus on the best available systems.  
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As cities become increasingly more connected, and as a result our buildings 
smarter, we need to make sure that all the disparate elements, from automation 
systems, access controls, environmental and IoT networks, through to transport 
hubs and utility systems, are gathering data in the most secure method 
possible.  
 
By fostering a connected device industry that embraces collaboration in the 
security space – of the kind made possible by PSA Certified – we will reduce 
barriers, decrease costs and free up resources, thereby accelerating the mass 
adoption of the IoT.  
 
To achieve this, we need to work together and collaborate on technologies that 
help build a system beneficial for all. This prevents hackers from taking 
advantage of weaknesses in the system and ultimately delivers the enhanced 
proposition smart technologies have long had the capabilities to deliver.  

Simplify security for smart cities 
To help build trust and assurance in the devices that will underpin the 
smart cities of the future, industry experts have developed PSA Certified: 
a global partnership providing a comprehensive framework and 
independent certification for IoT security implementations.  
 
PSA Certified is maintained by nine companies; Applus, Arm, SGS 
Brightsight CAICT, ECSEC, Prove & Run, Riscure, TrustCB and UL.  
 
Our growing ecosystem of PSA Certified silicon and system software is 
simplifying security for device manufacturers, allowing them to access 
the expertise of the value chain. The PSA Certified ecosystem is growing, 
with almost 80 IoT products certified from a wide range of companies 
who believe in and share our vision of making the world more secure and 
are taking proactive steps to achieve this.  
 
PSA Certified also provides mapping to major IoT security standards and 
regulations, including ETSI EN 303 645, NIST 8259A and Californian State 
Law SB-327. Similarly, you can re-use your PSA Certified Level 1 
certification in other schemes, enabling alignment with end-market 
requirements and guidelines. 
 
To find out more about the work PSA Certified carries out visit: 
https://www.psacertified.org/ 

Smart building devices should have security built-in 
To help original equipment manufacturers (OEMs) build more secure 
products, PSA Certified partner, Veridify, created a checklist of six 
features that help protect IoT devices from the increasing number of 
cyberattacks: 
 
1:    Establish a secure connection between a device and its owner. 
2:   Use a root of trust to perform vital security functions  
3:   Use zero-touch provisioning to speed up secure deployments 
4:   Make sure security is scalable and reusable  
5:   Make sure pre-existing systems are as secure as new technologies  
6:   Protect every device in the system 
 
These capabilities all reflect current industry best practices and are 
supported by the PSA Certified 10 Security Goals, which aims to reduce 
the barriers to IoT security, making it quicker, easier, and more cost-
effective to implement security principles and get products to market. 
 
To find out more about the PSA Certified 10 Security Goals and the work 
we do visit: https://www.psacertified.org/ 

McKinsey report: 
https://www.mckinsey.com/business-
functions/operations/our-insights/smart-cities-
digital-solutions-for-a-more-livable-future  
 
UN report: 
https://www.un.org/development/desa/en/news/
population/2018-world-urbanization-
prospects.html  
 
PSA Certified 2021 Security Report: 
https://report.psacertified.org/  
 
ETSI EN 303 645: 
https://www.etsi.org/deliver/etsi_en/303600_30
3699/303645/02.01.01_60/en_303645v020101p.
pdf  
 
NIST 8259A: 
https://csrc.nist.gov/publications/detail/nistir/825
9a/final  
 
California State Law SB-327: 
https://leginfo.legislature.ca.gov/faces/billTextCli
ent.xhtml?bill_id=201720180SB327  

Further reading:
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2021 IoT Global Awards 
8 June – 15 October 2021 

https://www.iot-now.com/event/2021-iot-global-
awards/ 

 
 

The Finance and Banking 
Virtual Summit 
15 September 2021 

Virtual Event  
https://www.iot-now.com/event/the-finance-

banking-virtual-summit/ 
 
 

Sensors & IoT: Smart Cities, 
Infrastructure & Mobility EMEA & UK 

15 September 2021  
EMEA Virtual Event 

https://www.iot-now.com/event/sensors-iiot-smart-
cities-infrastructure-mobility-emea-uk/ 

 
 

Sensors & IoT: Smart Cities, 
Infrastructure & Mobility 

North America 
16 September 2021 

North America Virtual Event 
https://www.iot-now.com/event/sensors-iiot-smart-

cities-infrastructure-mobility-north-america/ 
 
 
 
 
 
 
 
 
 
 

Innopolis Expo Paris 2021 
21-22 September 2021 

Paris, France 
https://www.iot-now.com/event/innopolis-expo-

paris-2021/ 
 
 

Sensors Converge: Design Innovation 
Meets Tech Innovation 

21-23 September 2021 
San Jose, USA and streaming globally 

https://www.iot-now.com/event/sensors-converge-
design-innovation-meets-tech-innovation/ 

 
 

 
 
 
 
 
 
 

Digital Transformation 
World Series 2021 

22 September – 14 October 2021 
Virtual Event 

https://www.iot-now.com/event/tm-forums-hybrid-
digital-transformation-world-series/ 

 
Intelligent Health Amsterdam 

12 October 2021 
Amsterdam, The Netherlands 
https://intelligenthealth.ai/ 

 
 
 
 
 
 
 
 
 
 

GIANT Health 2021 
30 November – 1 December 2021 

London, UK and Virtual Event 
https://www.iot-now.com/event/the-giant-health-

event-2021/ 
 

Enlit Europe 2021 
30 November – 2 December 

Milan, Italy 
https://www.iot-now.com/event/enlit-2020/ 

 
The Battery Show Europe | Electric 
& Hybrid Vehicle Technology Expo 

30 November – 2 December 2021 
Stuttgart, Germany 

https://www.iot-now.com/event/the-battery-show-
europe-l-electric-hybrid-vehicle-technology-expo/ 

 
Sensors & IoT: Automotive, 
Mobility & Transportation 

7 December 2021 
Virtual Event 

https://www.iot-now.com/event/sensors-iiot-
automotive-mobility-transportation-emea-uk/

While we have made every effort to ensure the accuracy of this listing, the current COVID-19 pandemic means 
that many events are changing timing, dates and locations. Therefore please check at the events’ websites to 
ensure details are up-to-date before travelling.

EVENT DIARY
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Carlsberg, which employs more than 40,000 people across the globe, 
has tapped into Farnborough-based PTCs Digital Manufacturing Solution 
Suite to boost the performance of 28 of its breweries in Europe and Asia. 
 
Built on Microsoft Azure, the suite is comprised of the ThingWorx 
Industrial Internet of Things (IoT) Platform to accelerate time-to-value 
and enable the long-term exchange and maximisation of information. To 
ensure transparency across its worldwide operations, Carlsberg needed a 
way to track and document the transformation of raw materials into 
finished goods. The brewer recognised that PTC’s experts and technology 
could help it monitor critical packaging assets and track overall 
equipment effectiveness and performance, ensuring greater product and 
production consistency. 
 
“Brewing for a better day today and tomorrow is the essence of what we 
strive to do at Carlsberg,” said Marco Farina, the global operational 
technology manager, Carlsberg. “This focus has driven our dramatic 
expansion over the last ten years, which, in turn, has increased the need 
to expand production and packaging capabilities across all our breweries. 
Digitisation is driving change in the industry and has given us the 
opportunity to look at different channels of approach for improvement. 
By integrating ThingWorx with our existing production assets, we have 
enhanced connectivity across our breweries and can now provide more 
detailed analytics of the packaging cycle.” 

Carlsberg announces extension of digital 
manufacturing solutions across 28 breweries
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CONTRACT NEWS

FogHorn, a developer of edge AI 
software for industrial and commercial 
Internet of Things (IoT) solutions, has 
announced that Aramco, an energy and 
chemicals company, has deployed 
edge-powered computer vision 
solutions built on the FogHorn Lightning 
Edge AI platform at multiple sites. 
 
This is designed to enhance safety, 
provide proactive monitoring for 
equipment failure, and enable 
automation of drilling equipment and 
processes. Aramco selected the 
FogHorn Lightning Edge AI Platform to 
build an efficient infrastructure for 
future automation digitalisation, and 
standardisation projects across various 
facilities. 
 
“Technologies like these help us to 
reach a successful digital 
transformation for Aramco and the 
regions it operates in,” said Nabil Al 
Nuaim, Aramco’s chief digital officer. 
“Aramco’s investments in this field aim 
to increase accessibility of new digital 
technologies and create awareness of 
the benefits these novel technologies 

can have in areas such as health, safety, 
security and the environment. A perfect 
example of this is how FogHorn’s 
software could help strengthen 
Aramco’s leadership in flare 
minimisation.”  

Aramco utilised the Lightning Edge AI 
platform to develop and deploy 
effective camera-based monitoring 
solutions across multiple plant and rig 
locations to increase operational safety 
and efficiency across several use cases. 

Aramco deploys real-time streaming video analytics with Foghorn edge AI 

PTC manufacturing suite selected for brewer

Aramco has used Foghorn Edge AI to improve worker safety
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According to a new forecast 
from International Data 
Corporation (IDC), worldwide 
revenues for managed edge 
services will reach US$445.3m 
in 2021, an increase of 43.5% 
over 2020. Over the 2021-
2025 forecast period, the 
compound annual growth rate 
(CAGR) for managed edge 
services is expected to be 
55.1%. 
 
Given the nascent demand for 
managed edge services, a 
wide range of service 
providers and technology 
vendors are looking at this 
market as the next big 
revenue opportunity. IDC 
believes public cloud 
providers, or hyperscalers, will 
be key enablers of edge 
services through the 
partnerships they are 
establishing with 5G service 
providers. Some service 
providers are considering 
edge services as the catalyst 
for the fourth industrial 
revolution while CDN 
providers are already shifting 
their investments toward edge 
applications. 
 
“Managed edge services 
represent a significant 
monetisation opportunity for 
service providers to capitalise 
on their investment in edge 
compute,” said Ghassan Abdo, 
research vice president, 
worldwide telecom, 
virtualisation, and CDN, IDC. 
“At the same time, service 
providers are keenly aware of 
the potential impact of the 
edge on their current market 
position and are watching 
closely for unforeseen 
competition from adjacent 
markets and new disruptors. 
Technology vendors including 
network equipment providers 
(NEPs) and software, 
datacentre, and networking 
vendors are vying to shape 
this market and play a 
significant role in delivering 
innovative edge services.” 

IDC forecasts strong 
managed edge 
services growth 

IoT market research firm Berg Insight says 
that the global number of cellular IoT 
subscribers increased by 12% during 2020 
to reach 1.74 billion. Western Europe and 
North America recorded the highest 
growth rates at over 15%. By 2025, Berg 
Insight now projects that there will be 3.74 
billion IoT devices connected to cellular 
networks worldwide. 
 
The top ten mobile operators reported a 
combined active base of 1.49 billion cellular 
IoT connections at the end of 2020, 
accounting for 86% of total connections. 
China Mobile is the world’s largest provider 
of cellular IoT connectivity services with an 
estimated 658 million cellular IoT connections. 
China Unicom and China Telecom ranked 
second and third with 240 million and 238 
million connections respectively. 
 
“2020 marked the first year since the early 
2010s that cellular IoT connections grew 

more slowly in China compared to the 
global average, as the largest player China 
Mobile reported a negative change in its 
IoT subscriber base”, said Fredrik 
Stalbrand, a senior analyst at Berg Insight. 
Following China Mobile’s decision to stop 
adding new IoT connections to its 2G 
network in the first half of 2020, it has 
embarked on a programme to migrate 2G 
users to NB-IoT and 4G LTE Cat-1 services. 
 
IoT connectivity services account for 
around 1% of total revenues for most 
operator groups. Berg Insight’s analysis of 
the IoT business KPIs released by mobile 
operators in different parts of the world 
suggests that global IoT connectivity 
revenues increased by around 6% during 
2020, while the monthly APRU dropped by 
16% to € 0.39. 

Global cellular IoT connections grew 12% to 
reach 1.7 billion in 2020, says Berg Insight

Illumio, a specialist in zero trust 
segmentation, has released research 
findings that explore the state of zero trust 
in the United Kingdom. The research shows 
that nearly all (98%) of UK business leaders 
and IT decision-makers either plan to or 
have already started implementing zero 
trust strategies at their organisations. 
 
The report also revealed the challenges 
organisations face when implementing 
zero trust architecture. Respondents cited 
employee perception and resistance to 
change as the primary barriers to 
activating their zero trust plans. Notably, 
nearly a third (32%) of respondents 
expressed concern about employees 
thinking the company doesn’t trust them.  
 
“This research makes one thing clear UK 
business leaders and IT professionals know 
how important zero trust strategies are in 
making their organisations resilient, 
particularly as ransomware wreaks havoc 
across every industry,” said Raghu 
Nandakumara, the EMEA field CTO at 
Illumio. “It’s especially encouraging to see 
over 90% of organisations prioritising 
segmentation, since this is an essential 

control in keeping critical assets safe from 
attacks. Despite some technological and 
organisational barriers, we all need to start, 
or continue, making incremental progress 
on our zero trust plans. It’s better to be 
slightly more secure tomorrow than to 
have the perfect plan on paper in two years.” 

Illumio finds 98% of organisations plan to 
implement zero trust architecture

Raghu Nandakumara, Illumio
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George Malim: How are you seeing the 
concept of intelligence mature as more is 
done at the edge and we see increasing 
numbers of connected, embedded 
machines supported by software, analytics 
and intelligence itself? 
 
Kevin Dallas: There’s a temptation for the 
tech industry to talk about technology and 
how computing is moving to the edge, but 
the question to consider is what are the new 
devices, applications and use cases that rely 
on this new intelligent machine capability. It’s 
use cases like smart factories, drones and 
robots that require this new generation of 
machines, where real time compute, low 

latency connectivity, high availability,  
security and safety are paramount and not 
optional.  
 
Why is this? It’s because many of these 
applications are customer facing in terms of 
the use case they satisfy. As you think 
through how compute is being done inside 
these new systems, there’s the notion of 
sensing the environment around them, 
inference from the data, learning at the fleet 
level, and action taken by the machine. These 
four stages make up the artificial intelligence 
pipeline for these intelligent machines (AI). 
As a result, scenarios impossible only five 
years ago are achievable today.   

The future is already here as 
intelligent machines harness 5G 
connectivity, far edge cloud, artificial 
intelligence and cyber security
As low latency connectivity comes together with more accessible compute, data processing, 
and artificial intelligence at the edge, the next generation of intelligent machines are already 
here. Enabled by natural and cognitive user interfaces, cyber security, and safety awareness , 
these machines are poised to transform every economy and every society on the planet. For 
Kevin Dallas, the president and chief executive officer of Wind River, this confluence of 
technology is providing a springboard for the second wave of digital transformation in OT 
(operational technology outside the enterprise walls), that makes use of the investments 
already made in the first wave in IT (information technology within the enterprise walls). 
 
He tells George Malim, the managing editor of IoT Now, that this means jobs in mission-
critical, regulated industry sectors will be implemented increasingly by humans augmented 
by intelligent machines. Machines used for drones, robots, autonomous vehicles, smart 
factories, safe mining will revolutionise every industry. The only limit, he says, is our 
imagination and the need to ensure technologies and software are correctly certified to 
protect and secure customers and end users 

SPONSORED INTERVIEW
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Now, in 2021, due to exponential advances in 
technology we’re at the point where compute, 
data processing, and AI/ML can all be done at the 
edge. It’s amazing that we are experiencing what 
is arguably the biggest technology innovation of 
our lifetime, the introduction of intelligent 
machines. It’s a really exciting time. 
 
GM: The world of intelligent systems is seen as 
a driver for economies across the globe and 
enabler of cloud-based businesses. Which 
sectors do you see maximising the benefits of 
new, intelligent capabilities? 
 
KD: Every industry is embracing this new 
intelligent systems approach and we find that 
many companies are focusing on digital 
transformation. This transformation began in IT 
as organisations digitised and optimised their 
internal IT processes and business applications. 
Significant investments have been made and 
many enterprises have embraced cloud and are 
using advanced data processing. 
 
Now, cloud computing and AI are being infused 
across business applications. Corporations are 
now  starting to see a return on that investment 
on the productivity of their workforce IT side. 
What has changed is we’re now seeing a shift 
from IT transformation, to organisations now 
making the same digital transformation of their 
OT outside the business’s walls. 
 
What’s compelling is these companies are not 
starting from zero. They’re using a proven set of 
cloud native capabilities and investments at the 

edge. This means that enterprises are able to 
deliver their products as-a-service, with value 
added software-defined services enabled by a 
digital feedback loop from their products to the 
corporation. If you look at Tesla and the way it 
delivers an electric vehicle; the customer may be 
the owner of that vehicle, but Tesla stays 
connected to it. 
 
The owner gets up in the morning and finds a 
new capability has been downloaded to the 
vehicle, new services are delivered, and the health 
of the vehicle is monitored by Tesla. There’s 
clearly a huge impact in automotive, but we’re 
also seeing it across all the industries that Wind 
River serves.  
 
Take aerospace and defence for example, if you 
look at planes, we’re seeing the same types of 
capabilities in terms of ability to monitor and to 
update over the air and this also extends into 
scenarios like smart factories. These now have 
the notion of using edge intelligence in actual 
robots on the factory floor, with low latencies 
enabled by 5G. We’re also seeing medical 
applications and connected MRI machines using 
AI and data in order to deliver much better 
experiences. 
 
GM: Intelligent machines are set to stimulate 
70% of GDP growth in the global economy 
between now and 2030 according to PwC. 
What needs to happen for this prediction to 
become reality and what will make the new 
industrial age enabled by the machine economy 
a reality? 

▲

Now, in 2021, due to exponential advances in technology 
we’re at the point where compute, data processing, and 
AI/ML can all be done at the edge
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KD: It’s important to recognise that these 
mission-critical intelligent machines need to have 
several abilities, including near real-time 
performance and high availability and by that I 
mean five or six nines uptime. That means 
seconds and minutes of down time a year – these 
systems can’t be down for days or weeks, but this 
isn’t easy because many enterprise systems 
operate at three or four nines availability today. 
Five or six nines uptime is a requirement for 
mission-critical use cases, as are safety and 
security. 
 
In many companies across aerospace, defence 
and other sectors, their lifeblood is to use 
systems that are certified to deliver a specific 
level of security and safety for the consumer. It’s 
therefore becoming more important to make sure 
that mission-critical systems are getting certified. 
In fact, according to our recent intelligent 
systems research, over half the industries we 
serve see it increasing in importance by 50% over 
the next year. However, in the past, it has taken 
years for certification to happen at the subsystem 
level. If you want to make a change in the 
software in a commercial plane and provision the 
update over-the-air, the software has to first be 
certified, and the process can take years. . 
 
As an industry we have to move to a model of 
continuous certification to remove this 
bottleneck. We must take certification time down 
from years to months for these mission-critical 
intelligent systems and do that in a way that does 
not compromise the safety and security of the 
end user. 
 
GM: What does the term machine economy 
mean to Wind River? 
 
KD: Intelligent machines are going to have a 
significant impact on society and the economy 
and it is estimated this is going to have an impact 
of up to 70% on GDP by 2030, which is an 

incredible number. Now, what do we mean by 
intelligent machines? They are machines that 
have the ability to sense infer, learn, and act. They 
have the ability to adapt in terms of the 
experience they deliver to the user. 
 
In the past, we’ve had embedded devices which 
have performed a specific function. With 
intelligent machines you add the ability to adapt 
to learn and adjust the functionality that is 
provided to the user – of course, this is all within 
strict design guidelines. 
 
We expect these intelligent machines to have 
broader and broader usage across every industry 
and to have a much larger role. We see them 
working alongside, augmenting humans. I don’t 
think they will necessarily replace humans, but 
they can drive more efficiency around tasks that 
humans have traditionally completed. A lot of 
dangerous jobs such as those in mining for 
example, could be changed with robots or drones 
taking on the high-risk tasks and humans being 
able to manage that through augmented/virtual 
reality interface.  
 
I think we are going to move more and more to a 
world where humans are going to interact with 
the real world in mixed reality. Tasks are going to 
be done in combination with humans and 
machines working in tandem. It’s an exciting 
world and we think this will be what makes up 
the machine economy where machines work in 
concert with humans to make tasks easier, work 
more efficient and customer experiences better.  
 
GM: Is 2021 the year in which everything comes 
together to enable intelligent systems to 
demonstrate their full potential? 
 
KD: The mobile phone was the first version of an 
intelligent system that operates through a cloud 
and this was the first time that not having a 
connection meant a device was almost useless. ▲

In many companies across aerospace, defence 
and other sectors, their lifeblood is to use 
systems that are certified to deliver a specific 
level of security and safety for the consumer

Intelligent 
machines are 

going to have a 
significant 
impact on 

society and the 
economy and it 

is estimated this 
is going to have 
an impact of up 
to 70% on GDP 

by 2030

Kevin Dallas 
Wind River
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We’re now moving to a world where, 
even if that cloud connection gets 
severed, the device itself will continue 
to have intelligence. With mobile 
phones we had high speed 
connectivity and all of a sudden this 
changed exponentially, and users 
would leave home without their 
wallets rather than their phones.  
 
This type of change is what’s going to happen. 
There’s going to be this expectation that 
machines are intelligence and people will be 
surprised if a digital sign, for example, shows no 
intelligence as they walk up to it. These new 
scenarios will become a reality far, far more 
quickly than our generation believes. 
 
The movement of technology is way ahead of 
where any of us expected it to be even ten years 
ago. Technology is advancing faster and faster to 
the extent that now you can have a datacentre in 
your far edge device. The advances that have 
been made in semiconductors mean that pretty 
much every device can have high level compute 
capabilities sitting in it and this means that the 
scenarios are now down to our imaginations. 
 
Now we have to come up with ways in which to 
programme these devices, using machine 

learning and AI to have a high level of automated 
learning that can be used. You can actually 
programme these devices so you can use all this 
compute, analyse data, write algorithms with no 
code and no code interface. This is going to 
happen and the sky is the limit in terms of the 
scenarios we can enable and how quickly they’re 
going to happen. 
 
These are extremely exciting times and Wind 
River sees this as such a unique opportunity in 
which we are playing a key role with our new 
Wind River Studio intelligent systems platform 
that enables this new, digital, AI-first reality. www.windriver.com
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These systems are a pathway to build digital 
scale and competitiveness for organisations 
where embedded machines, software and 
intelligence work together in near real-time to do 
tasks, pass information or deliver services 
through the cloud. And these systems are found 
at the intelligent edge where data is being 

collected, analysed or sensed – rather than at a 
centralised server. We could call this the Tesla-
fication of industry.  
 
Think of thousands of Tesla-like companies and 
their virtuous cycles between customers, the 
product and the company working together, 

Digital transformation has been a steady process in IT since 2013. The growth of 
intelligent systems at the edge is ushering in the second wave of digital 
transformation, the digitisation of operational technology (OT). The idea that 
customer products will increasingly need to be software defined and intelligent 
to be useful, is the catalyst to a new digital and AI-first world, writes Kevin 
Dallas, the president and chief executive officer of Wind River

▲

INTELLIGENT EDGE

Intelligent systems 
at the edge and the second 
wave of digital transformation

SPONSORED ARTICLE
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learning, computing, sensing, predicting in near 
latency-free time for the lifecycle of the products 
and service. Now think of 45 billion devices and 
applications connecting, computing, sensing, 
predicting, automating in the same way, so that 
products and services on the intelligent edge are 
delivering highly customised, near latency-free 
experiences to customers and other devices all 
through constant digital feedback loops through 
the lifecycle; adjusting, reacting, connected and 
constantly learning. You cannot get this to 
happen without a new production process and a 
new vision for accretive value for companies. At 
the heart is the device, but the ability to connect 
the ecosystem of needs is going to be where 
deep value is created. 
 
Eight in ten leaders want 
intelligent systems success  
Wind River recently interviewed more than 500 
executives and leaders about their vision, 
processes, and investment models for their own 
intelligent systems futures. The idea of embedded 
devices, machines and applications computing, 
sensing, predicting and connecting on the far 
edge of the cloud may sound abstract, even 
niche. But to these leaders it wasn’t niche or 
abstract. Eight in ten of them were aggressively 
pursuing strategies to develop intelligent systems 
into a core competency for themselves in the 
next five years. These executives lead very large 
companies in automotive, industrial and 
manufacturing, energy and utilities, medical 
technology, aerospace and defence,  
telecommunications and technology hardware. 
They represent more than 46% of GDP in the US, 
and one thing they have in common is their near-
total belief in the power of intelligent systems.   
 
It is easy to say these executives are leaders with 
incredible vision; and it is true that 26% of them 
(across sixteen dimensions) did see themselves 
as being visionaries ahead of their peers. Yet a 
full eight in ten of these executives are clearly set 
on developing an intelligent systems–led 
company. That means nearly three in four of 
them are pragmatically recognising the 
inevitability of this idea for themselves and their 
industry peers, since not just visionaries, but also 
those pragmatists who see where the world is 
going, are accelerating their build-out for that 
intelligent systems world.  
 
The bottom line is that the time to build 
intelligent systems capabilities is now. Given that 

traditional product and service development can 
take three to five years, success is going to be 
partly defined by how companies’ architect for 
that success now. 
 
Enter the machine-led economy 
This emerging intelligent systems world will give 
rise to a new machine economy. For those not 
familiar with the machine economy, it’s where 
these smart, connected, autonomous, and 
economically independent machines or intelligent 
systems carry out the necessary activities of 
production, distribution and operations with little 
or no human intervention. The development of this 
economy is how Industry 4.0 becomes a reality. 
 
In fact, 70% of GDP growth in the global 
economy between now and 2030 will be driven 
by machines, according to PwC. This is a near 
US$7 trillion dollar contribution to US GDP based 
around the combined production from artificial 
intelligence (AI), machine learning, robotics and 
embedded devices.  
 
The creation of this new machine led economy 
will revolutionise how products and services will 
work in this new intelligent systems world for 
everybody, not just the few who used embedded 
technology before. Visionary leaders will 
implement new technologies and combine them 
with capital investments in ways that help them 
grow, expand, diversify, and actually improve 
lives. These machine economy leaders will 
operate in a new intelligent systems world among 
thousands of companies that will drive new 
economic models globally. 
 
This is an exciting time for a lot of companies as 
they have to think of reinventing themselves in 
order to deliver unique value to their customers. 
This is a new opportunity to deliver significant 
economic growth and with our industry-leading 
Wind River Studio offering for intelligent systems, 
we are ready to play a key role in advancing 
this growth.

INTELLIGENT EDGE

www.windriver.com

The bottom line is that the time to build 
intelligent systems capabilities is now
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In the agriculture sector for example, on one hand financial success relies on accurate, 
timely data. Edge computing enables greenhouses to function as closed, intelligent 
edge ecosystems and edge artificial intelligence (AI) can provide farmers with real-
time insights, allowing them to identify areas that need irrigation and fertilisation 
even when connectivity to the cloud is poor.  
 
On the other hand, industrial automation systems rely on the deployment of smart 
devices at the edge for efficient, low-latency data collection. Like Industry 4.0, this 
broad-based sector is making smart machines smarter, factories more efficient, 
processes less wasteful, and production lines more flexible.  
 

ANALYST REPORT

▲

The intelligent edge and edge computing are the terms 
used to encapsulate the way data processing has moved 
from a central facility such as the cloud to a local facility 
that is close to the source of the data – the edge of an 
IoT network. Right now the functionality provided by 
this development is playing an important role across the 
business landscape, a mission-critical role in some 
sectors, write Beecham Research’s Bob Emmerson and 
Robin Duke-Woolley 

How intelligent edge 
is evolving towards 
intelligent systems

Robin Duke-Woolley 
Beecham Research

Bob Emmerson 
Beecham Research
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Edge IoT is also being implemented in the 
energy and utilities sector to optimise 
energy and water generation supply and 
demand in real-time. Smart meters provide 
near real-time information on consumption, 
which enables more efficient, demand-
based electricity generation and 
distribution.    
 
These and many other application areas are 
pointers to the size and the importance of 
insightful, real-time information generated 
by the intelligent edge on an organisation’s 
performance. The IoT market is predicted 
to encompass more than 75 billion IoT 
devices by 2025, reports IDC. And Gartner 
predicts that by 2022, 50% of enterprise-
generated data will be created and 

processed outside a traditional data centre 
or cloud, up from less than 10% in 2019.  
 
In this report, Wind River indicates how 
the role of the intelligent edge will evolve 
and grow, how devices will increasingly 
work together in various ways to add more 
value to and through the intelligent edge. 
Advanced technology such as AI and 
machine learning will need to work 
transparently and easily with these devices. 
And, because market needs evolve, devices 
must be adaptable over their lifecycle. 
 
Cloud-native edge computing   
IoT’s functionality is evolving from 
monitoring applications remotely towards 
local control and automation across many 

ANALYST REPORT

▲

Figure 1. Top developer concerns over time: 2018 and 2019. 
Source: The Eclipse Foundation. 
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different sectors. This is realised by 
employing intelligent edge computing, 
which can perform data analysis tasks that 
were previously undertaken at a central 
facility such as the cloud. But today’s IoT 
applications are based on a monolithic 
architecture. They are self-contained, 
proprietary developments and are difficult 
to scale.  
 
Enterprise application development, 
however, has migrated to a cloud-native 
architecture that employs microservices, 
which are small, independently deployable, 
loosely coupled modules. They are building 
blocks that can be exchanged when larger 
scale deployments are required and when 
applications need to be modified in line 
with changes in the market and the 
organisation’s requirements. 
 
The edge’s monolithic architecture can 
therefore be an issue for enterprise 
developers. Physical access and security 
are challenging, and edge devices are not 
standardised or interchangeable like 
servers in a data centre. As shown in 
Figure 1, the key concerns are security 
(38%), connectivity (21%) and data 
collection and analytics (19%).   
 
In order to address these concerns and 
continue to evolve and scale easily, edge 
IoT applications can migrate to a cloud-
native architecture that employs similar 
microservices to those of cloud-centric 
applications. This makes it much easier to 
enable orchestration between edge and 
cloud in a way that adapts to different 
application requirements. 

Pervasive AI     
The intelligence in edge computing comes 
from the deployment of AI technology at 
the edge. Small, power efficient and cost-
effective AI chipsets can be embedded in 
IoT devices and edge hardware such as the 
routers and gateways. This enables them to 
function as an intelligent network of small, 
local data centres, which in turn allows 
massive amounts of data to be processed 
locally, close to the source, thereby 
boosting the amount of real-time or near 
real-time information on which operational 
and management decisions can be based. 
 
In a study conducted by the Boston 
Consulting Group and the MIT Sloan 
Management Review, 75% of businesses 
said that AI will allow them to move into 
new ventures and 83% believe that AI is a 
strategic priority for their business. In 
addition, AI is seen by 64% of chief 
executives as a way to lower overall opex. 
Pervasive AI can therefore realise 
immediate economic benefits as well as 
providing long-term differentiated value for 
the enterprise.  
 
Real-time intelligence       
The estimated 75 billion-plus connected 
devices that will be in operation by 2025 
according to IDC will be generating enormous 
quantities of data. This will result in an 
abundance of insightful, real-time information, 
most of which will come through the edge, 
that will radically transform the way 
businesses operate over the next few years.  
 
The new opportunities that are enabled by 
AI, 5G and the intelligent edge require 
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computing comes from the 
deployment of AI technology 
at the edge



developers that have the requisite new 
skills, not only in application development 
but in all areas of code development, 
hardware interface, and relevance of data. 
Wind River lists ten top skills: machine 
learning & AI, designing for data, 
automation, IP networking, hardware 
interfacing, mobile development, UI/UX 
design, information security, business 
intelligence and teamwork. The company 
also highlights the fact that millennials and 
Generation Z will comprise almost 75% of 
the total workforce by 2025.  And when it 
comes to coding, these users prefer newer 
languages such as Rust (83.5%) and 
Python (73.1%) according to research from 
The World Economic Forum. This is 
coding that will be created in a cloud-
native edge architecture  

 
Towards intelligent systems  
Intelligent system definitions may vary, but 
the functionality is clear. An intelligent 
system is a machine with an embedded, 
computing facility that has the capacity to 
gather and analyse data and communicate 
with other systems. Other criteria for 
intelligent systems include the capacity to 
learn from experience, security, 
connectivity, the ability to adapt according 
to current data and the capacity for 
remote monitoring and management.  

 
The intelligent edge focuses on intelligent 
devices. Intelligent systems involve 
interconnected collections of these devices 
as well as networks and other types of 
larger systems. Wind River sees these as 
representing the next wave of the digital 

machine economy, a wave that is set to 
develop over the next five years. 
 
The ideas and practices behind intelligent 
systems are at the same stage digital 
transformation was in by 2015. But the 
growth of intelligent systems at the edge is 
likely to be faster and deeper, because as 
enterprises become increasingly software 
driven, intelligent systems will become the 
expected norm.  
 
Products will increasingly need to be 
intelligent to be useful, not just intelligent 
as a value-added experience. Functionality 
will typically include adaptability, self-
optimisation based upon a goal or goals, 
the ability for performing self-diagnostics 
and self-maintenance, and the ability to 
learn and reason.   

 
An intelligent systems future 
Research by Wind River finds that an 
intelligent systems approach is on track to 
becoming a predominant business model. 
5G, AI, automation and cloud native 
technologies as well as an increasing 
intersection of IoT and the edge will open 
up new possibilities for applications at the 
far edge, such as robotics, drones, 
telemedicine and autonomous vehicles. 
Realising this promise requires a new 
approach to building systems that can 
compute, sense, learn and adjust in near 
latency free time on the edge.  
 
Wind River is a global leader in delivering 
the software for intelligent systems and the 
company has created the first cloud-native 
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platform for the full lifecycle of intelligent 
systems. Its research report, which 
surveyed technology executives across 
mission-critical industries, found that 62% 
are implementing strategies to move to an 
intelligent systems future, and 16% are 
already committed and investing. In 
addition, those who are succeeding have 
prioritised the need to overcome key 
challenges such as skill shortages and 
ongoing cyber threats. 
 
Key issues  
The shift in workforce from boomer to 
millennials and Generation Z creates an 
opportunity to realign the future of the 
intelligent edge around the newer skills and 
thinking that they employ. However, Wind 
River has identified six issues that need to 
be addressed when taking the intelligent 
edge to the next level. 
 
1. Take a system-centric view, forget  

silos. Organisations will struggle with  
merging operational and enterprise  
resources if they use legacy models to  
create next-generation paradigms. 

2. Lifecycle thinking is key. Products  
cannot follow the build-once-and-ship- 
forever model. Products will need to be  
modified to take in new data, mainly  
through the edge, and offer changing  
assets and experiences throughout their  
lifecycles.  

 
3. Designs must scale.  The need to go  

system-centric means thinking about  
scaling during the design process and  
rethinking what this entails. In a world of  
75 billion (and growing) connected  
devices by 2025, architecture must be  
designed to handle near-infinite scale  
from the outset.  

 
4. Understanding specific functionality is  

critical. Entire system upgrades cannot  
happen all at once. The capacity to  
perform hitless updates of live systems  
at scale must coexist with the ability to  
update applications at the microservice  
levels. 

 
5. The speed, accuracy, and value of data  

matters in real-time decisions.   The  
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Figure 2. Five key stages in a hypothetical intelligent system deployment. 
Source: Wind River

▲



ability to extract, manage, and infuse AI  
components is crucial. Chief executives  
in sectors such as industrial  
manufacturing already understand it as  
truly differentiating: According to Wind  
River research, 28% already use infused  
AI in data collection and ongoing  
management. 

 
6. The nature of security is changing.  

Security has always been a priority, but  
historically that was the security of the  
platform. Now that every device can  
interact with every other device, the  
need for security is amplified greatly.  
Building in intelligence and adaptability  
is key. 

 
A hypothetical intelligent system   
Figure 2 visualises the development 
process for a customised, time-sensitive 

production that begins with precision 
robotics in a remote factory (1 in the 
schematic).  Production challenges are 
detected (2), with robotics affecting the 
quality of a precision – low run – 
production line. These issues are fed back 
to the team (3).  
 
New simulations show a better way to 
program robotics at a key step in the 
production process to increase quality and 
throughput (4). Knowledge is shared on 
the workflow platform across geographies 
and new applications are recommended 
for increased performance (5). Tasks are 
adapted through the cloud (6). The 
objective is to make the production 
processes more effective and efficient and 
to bring it in at target cost. Total quality 
management (TQM) targets are then 
achieved and profit improved.  
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Summary   
The relatively recent increase in the data processing and analysis capability at the 
edge of device deployments has resulted in an intelligent edge that provides 
insightful, real-time intelligence on the performance of an organisation’s operations. 
The resulting business benefits are significant, as evidenced by the deployment of IoT 
solutions right across the business landscape. This development has enabled solutions 
to evolve from monitoring applications remotely towards local control and automation 
across that landscape.   
 
IoT data is also processed and analysed in the cloud, together with data provided by 
mainstream business applications such as customer relationship management (CRM) 
and enterprise resource planning (ERP). Enterprises are using this facility to blend 
real-time information from their operational environment with up-to-date information 
from the enterprise environment. IoT real-time information is therefore playing a key 
role in the overall management and decision-making processes of many companies.    
  
This development is enabling IoT solutions to shift the focus from intelligent devices 
deployed at the edge to intelligent systems that operate within mainstream 
environments. These systems will compute, sense, learn and adjust in ultra-low latency 
time. Wind River sees them as tangible representatives of the next wave of the digital 
machine economy, a wave that is set to develop over the next five years.

New simulations show a better way 
to program robotics at a key step in 
the production process to increase 
quality and throughput 
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